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AUDIT SUMMARY 
 

We have audited the basic financial statements of the Virginia Port Authority as of and for the year 
ending June 30, 2008, and have issued our report thereon, dated October 29, 2008.  Our report on the financial 
statements is included in the Comprehensive Annual Financial Report issued by the Authority. 

 
Our audit of the Virginia Port Authority for the year ended June 30, 2008 found: 

 
 the financial statements are presented fairly, in all material respects; 
 
 certain matters that we consider to be significant deficiencies in internal control; 

however, we do not consider them to be material weaknesses; and  
 
 no instances of noncompliance or other matters required to be reported under 

Government Auditing Standards.  
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INTERNAL CONTROL FINDINGS AND RECOMMENDATIONS 
 

Improve Physical Access Controls 
 

The Authority should improve its procedures for granting, changing, or removing physical access to 
buildings, including access to the server room housing sensitive data.  Currently, the Port Police grant access 
to restricted areas after receiving an email request by the individual’s supervisor and the building owner.  The 
Port Police typically remove an individual’s access when an employee leaves the Authority, by removing all 
accesses associated with the badge.  The Authority has implemented a biannual review of building access by 
the building owner; however, evidence of this review for the server room does not exist. 
 

As of October 15, 2008, the following individuals had access to Virginia International Terminal’s 
Server Room:  92 police officers; 26 Technology technicians, system administrators, and other related 
positions; 34 non-police, non-IT individuals, including two administrative assistants a retired police officer, 
and a number of analysts and maintenance personnel; and four contractors; totaling 156 individuals with 
access to the server room.  Best practices would limit the access to this room to individuals with a legitimate 
purpose to access the sensitive equipment, and 156 is an excessive number of individuals. 

 
The Authority should improve procedures for granting, changing and removing physical access to 

employees, contractors, and other individuals requiring admission to Port facilities.  Improvements on 
existing procedures will become increasingly important as the Authority implements use of the Federal 
Transportation Workers Identification Credential (TWIC) instead of Authority-issued identification badges.  
Beginning January 13, 2009, these cards will be the exclusive method of obtaining access to secured areas at 
the Ports of Virginia.  Since a body external to the Authority may issue these cards, it will become critical to 
Port security that the addition, altering, and removal of access credentials to existing cards occur in real-time. 

 
Further, the Authority may wish to consider alterations to the physical layout of the server room with 

relation to Information Systems and other employees in the long-term. The current layout does not allow for 
proper security of servers and other hardware infrastructure, since it does not separate the equipment from the 
employees’ work-spaces. 

 
Obtain Assurance over Security of Information System Infrastructure  
 
 The Authority lacks assurance over the adequacy of information system infrastructure security 
including the servers, networks, computer terminals, and other hardware used to store and transmit financial 
and other critical data vital to port operations. The Authority receives no independent verification that system 
security policies and processes are sufficient to control and safeguard data. 
 
 The Authority relies on its component unit, Virginia International Terminals (VIT) to provide a 
secure and reliable information system infrastructure to support port operations.  While VIT has not had an 
information security failure, there is no assurance that security processes in place are sufficient to mitigate or 
prevent future breakdowns which may impact the Authority. 
 
 Generally, third-party organizations providing support services, like the arrangement described above, 
must demonstrate that they have adequate controls and safeguards when they host or process data belonging 
to someone else through an independent review of information security. Because VIT does not have an 
independent review of information system security, they cannot provide this assurance to the Authority. 
 
 The Authority should require that VIT seek out an independent third-party to audit the controls and 
safeguards within the current information security environment to provide assurance that those controls and 
safeguards are sufficient to protect the Authority’s most critical data.  
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Improve Logical Access Controls 
 

We reviewed the Authority’s access listing, and determined that six individuals have access to both 
create and approve batched transactions in Commonwealth Accounting and Report System (CARS).  We also 
determined that one individual created and approved 24 batches, and one employee created and approved one 
batch.  These individuals have total control over the information in these batches and could have made 
changes including directing payments to sources other than the original documentation. 
 

Although our review found no indication of improper transactions within these batches, failure to 
separate the batch entry and batch approval duties provides an opportunity for individuals to make improper 
vendor payments.  Considering the number of users that have entry and approval access privileges; the 
Authority has the resources to ensure further segregation of duties by eliminating this type of access.  Given 
that the Authority performs a monthly reconciliation that would eventually detect any inappropriate 
transactions; we do not consider this a material weakness in internal control.  

 
We recommend that the Authority separate the duties of batch entry and approval when dealing with 

the same batch of transactions.  We also recommend that the Authority review the current users that have 
access to CARS and determine whether such access is necessary and/or reasonable. 
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 October 29, 2008 
 
 
The Honorable Timothy M. Kaine 
Governor of Virginia 
 
The Honorable M. Kirkland Cox 
Chairman, Joint Legislative Audit 
   And Review Commission 
 
Board of Commissioners 
Virginia Port Authority 

 
 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 

 
 
We have audited the basic financial statements of the Virginia Port Authority (Authority) as of and 

for the year ended June 30, 2008, and have issued our report thereon dated October 29, 2008.  We conducted 
our audit in accordance with auditing standards generally accepted in the United States of America and the 
standards applicable to financial audits contained in Government Auditing Standards, issued by the 
Comptroller General of the United States.  We did not consider internal controls over financial reporting or 
test compliance with certain provisions of laws, regulations, contracts, and grant agreements for the financial 
statements of Virginia International Terminals, Inc., a component unit of the Authority, which was audited by 
other auditors. 
 
Internal Control Over Financial Reporting  
 

In planning and performing our audit, we considered the Authority’s internal control over financial 
reporting as a basis for designing our auditing procedures for the purpose of expressing our opinions on the 
financial statements, but not for the purpose of expressing an opinion on the effectiveness of the Authority’s 
internal control over financial reporting.  Accordingly, we do not express an opinion on the effectiveness of 
the Authority’s internal control over financial reporting. 
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Our consideration of internal control over financial reporting was for the limited purpose described in 
the preceding paragraph and would not necessarily identify all deficiencies in internal control over financial 
reporting that might be significant deficiencies or material weaknesses.  However, as discussed below, we 
identified certain deficiencies in internal control over financial reporting that we consider to be significant 
deficiencies. 

 
A control deficiency exists when the design or operation of a control does not allow management or 

employees, in the normal course of performing their assigned functions, to prevent or detect misstatements on 
a timely basis.  A significant deficiency is a control deficiency, or combination of control deficiencies, that 
adversely affects the entity’s ability to initiate, authorize, record, process, or report financial data reliably in 
accordance with generally accepted accounting principles such that there is more than a remote likelihood that 
a misstatement of the entity’s financial statements that is more than inconsequential will not be prevented or 
detected by the entity’s internal control over financial reporting.  We consider the deficiencies entitled 
“Improve Physical Access Controls” and “Obtain Assurance over Security of Information System 
Infrastructure”, which are described in the section titled “Internal Control Findings and Recommendations”, 
to be significant deficiencies in internal control over financial reporting. 

 
A material weakness is a significant deficiency, or combination of significant deficiencies, that results 

in more than a remote likelihood that a material misstatement of the financial statements will not be prevented 
or detected by the entity’s internal control over financial reporting. 

 
Our consideration of internal control over financial reporting was for the limited purpose described in 

the first paragraph of this section and would not necessarily identify all deficiencies in the internal control 
over financial reporting that might be significant deficiencies and, accordingly, would not necessarily disclose 
all significant deficiencies that are also considered to be material weaknesses.  However, we believe that none 
of the significant deficiencies described above is a material weakness. 
 
Compliance and Other Matters  
 

As part of obtaining reasonable assurance about whether the Authority’s financial statements are free 
of material misstatement, we performed tests of its compliance with certain provisions of laws, regulations, 
contracts and grant agreements, noncompliance with which could have a direct and material effect on the 
determination of financial statement amounts.  However, providing an opinion on compliance with those 
provisions was not an objective of our audit and, accordingly, we do not express such an opinion.  The results 
of our tests disclosed no instances of noncompliance or other matters that are required to be reported under 
Government Auditing Standards. 
 
 We noted certain matters that we reported to management of the Authority in a separate report dated 
August 15, 2008.  Management has taken appropriate action to resolve those matters since that time. 
 

The Authority’s response to the findings identified in our audit is included in the section titled 
“Agency Response.”  We did not audit the Authority’s response and, accordingly, we express no opinion on 
it. 
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Report Distribution and Exit Conference 
 
The “Independent Auditor’s Report on Internal Control over Financial Reporting and on Compliance 

and Other Matters” is intended solely for the information and use of the Governor and General Assembly of 
Virginia, the Board of Commissioners, and management, and is not intended to be and should not be used by 
anyone, other than these specified parties.  However, this report is a matter of public record and its 
distribution is not limited. 

 
We discussed this report with management at an exit conference held on October 28, 2008. 
 

  
 AUDITOR OF PUBLIC ACCOUNTS 

 
AWP/clj 
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