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AUDIT SUMMARY 
 
Before the Information Technology Department undertakes new projects funded by the Court 
Technology Fund, they should ensure that the project supports the strategic direction of the 
Supreme Court and that they manage these projects using formal project management processes.  
The Information Technology Department needs to work with management of the Supreme Court 
to provide an information security environment that adequately addresses several areas we 
believe need improvement, such as their business impact analysis, risk analysis, continuity of 
operations and their incident response procedure.   
 
Below are some of our recommendations. 
 

 We recommend that as the Supreme Court updates its strategic plan the 
Department ensure that its IT plan supports all of the Supreme Court’s 
strategies. This approach will help the Department modernize the 
systems and reduce inefficiencies in the courts system.  We also 
recommend the Department’s plans consider how to effectively spend 
their CTF money.  

 
 We recommend that the Department establish and follow industry best 

practices for managing IT projects.  Although not required to, the 
Department may wish to adopt and follow Virginia Information 
Technologies Agency’s Project Management Standard since this 
standard mirrors industry best practices. 

 
 We recommend the Chief Justice of the Supreme Court establish a plan 

to work with circuit court clerks on creating data standardization 
guidelines including critical data for information sent to other state 
agencies as necessary. 

 
 We recommend that the Department document and implement an 

incident response plan in accordance with industry best practices.  We 
recommend that the Department ensure that IBM develops and 
documents a business impact analysis and risk assessment that will be 
beneficial to the Department and its IT environment.  We also 
recommend that the Department continue their plans for a formal 
security awareness and training program in accordance with industry best 
practices. 

 
There are other recommendations in our report. 
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REASON FOR AUDIT 
 
 The Supreme Court of Virginia does not fall under the supervision of the Virginia 
Information Technologies Agency (VITA), like other judicial, legislative, independent branch 
agencies and institutions of higher education.  Although these agencies are exempt from VITA’s 
policies, procedures and standards, they must still provide for sound internal controls over 
information technology (IT) through the adoption of and compliance with policies and procedures 
that meet industry best practices.  The purpose of our audit is to understand and compare the 
Supreme Courts Information Technology Department’s (Department) policies and procedures to 
industry best practices. 
 
OBJECTIVES AND METHODOLOGY
 
 Our audit reviewed the Department’s IT policies and procedures in five areas as 
described in the following audit objectives. 
 

1. To determine if the Department’s IT strategic plan is in alignment with their 
overall strategic plan and effective for long-term growth. 

 
2. To determine if the proper oversight and management exists for IT projects, both 

internally and at Circuit Courts throughout the Commonwealth and whether 
industry best practices are used throughout the Department. 

 
3. To determine if the Department has documented, approved, and implemented an 

IT Security Program that provides adequate controls over their information 
technology resources and data and complies with industry best practices. 

 
4. To follow-up on findings from our office’s Statewide Review of Information 

Security in the Commonwealth conducted in Fall 2006. 
 

5. To analyze the Department for any operating inefficiencies that may exist. 
 

We conducted this audit by interviewing the Department’s IT Director and his staff on 
several occasions.  We also requested and reviewed policies, procedures and sampled documents 
throughout our audit to determine if the Department followed industry best practices.  We used 
the Project Management Institute’s Project Management Body of Knowledge (PMBOK), Control 
Objectives for Information and Related Technology (COBIT) and the International Organization 
for Standardization (ISO) as industry best practice sources. 
 
DEPARTMENT BACKGROUND
 
 The Department maintains several major IT systems used throughout the 
Commonwealth’s court system including a Case Management System (CMS), Financial 
Management System (FMS) and Record Management System (RMS) and Magistrates System,  
and we describe these systems in more detail later in this report.  They also have the following 
responsibilities: 
 

• Provide day-to-day support to over 5000 system users.  
• Develop information system test plans and test criteria.  
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• Procure, install, and maintain telecommunications networks and WAN/LAN 
environments throughout the Commonwealth. 

• Develop, implement and maintain all systems software. 
• Safeguard tape and disc libraries. 
• Procure, install, and support personal computer hardware, software and peripherals. 
• Procure, install, and support all server hardware, software, and peripherals including the 

Judicial Internet and Intranet. 
• Implement, support, and maintain human resource applications. 
• Provide support and assistance on systems and automated applications-related projects to 

the Office of the Executive Secretary and the Judiciary. 
 
 The Department implements, maintains, and administers standardized uniform automated 
systems and the majority of the computer applications in support of the Virginia Judicial System 
which consists of over 5000 users.  The Department consists of approximately 90 employees, of 
which 27 are contractors.  The Department has a budget of approximately $17.6 million for fiscal 
year 2007.  The Fiscal 2007 budget includes contractor expenses, but excludes personnel costs. 

 
 The Department’s Director has responsibility for strategic-level technology planning for 
the Judicial Branch, and the day-to-day management and operation of the Department.  The 
Director oversees the functions performed by the Field Services, Computer Operations, Technical 
Services, Network Applications, Applications Development, and Administrative divisions. 
 
INFORMATION SYSTEMS STRATEGIC PLANNING AND DEVELOPMENT 
 

In January 2007 the Commission on Virginia Courts in the 21st Century created 
recommendations for the Supreme Court to consider in their overall strategic plan for the Courts 
in the Commonwealth.  The Commission released this report to the public; however, the Supreme 
Court has not officially adopted any of the recommendations into their strategic plan.  The report 
describes initiatives that the judiciary should undertake and it serves as a guide for the court 
system in many areas including information technology.  To date the Supreme Court has not 
updated its 2003-2006 strategic plan and does not plan to do so until the Commission’s 
recommendations are finalized. 

 
The Supreme Court’s most recent strategic plan is for the period 2003-2006, but it does 

not address any periods beyond 2006.  As the Supreme Court, considers the Commission’s 
recommendations in developing its strategic plan for 2008 and beyond, it needs to fully consider 
the direction it wants IT to take in supporting the future plan. 

 
Fundamental to achieving any strategic plan is the development and execution of an IT 

strategic plan that aligns with and supports the Supreme Court’s strategic plan. However, the 
Department does not have such a plan for addressing its overall supporting role to the Supreme 
Court’s goals and therefore there is a high risk of not achieving the goals.   

 
 Historically the Department has had limited funds available for major improvements or 
development efforts to their systems.  Funding limitations have had the Department concentrating 
on IT maintenance projects and hardware with minimal new systems development efforts.   
 
 However, the Department recently began receiving information technology funding 
through the newly created court’s technology fund (CTF).  In 2006, legislation passed 
establishing the Court Technology Fund as a special non-reverting fund administered by the 
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Supreme Court.  The Department allocates money in the CTF to projects for the purpose of 
contractor staffing, advancing, updating, maintaining, replacing, repairing and supporting the 
telecommunications and technology systems.  In 2006 this fund contained approximately $6 
million and in 2007, expects to collect $8.1 million. 

 
The Department is lacking detailed documented plans and strategies on how they will use 

the CTF or their normal budget funds.  In the past this would not have been a big concern due to 
the lack of money available to develop new systems, but now with the CTF funds and the 
Commissions strategic plan, having an IT strategic planning is essential to ensure the Department 
use the funding to support the Commission’s goals and objectives.   

 
If the Department had a detailed plan, they could better ensure that the CTF funds 

supported priority projects and made the most efficient use of the funds.  Since most of the 
current court systems are antiquated and require replacement, it is imperative that the Department 
establish and maintain an IT strategic plan to provide accountability for spending the CTF while 
simultaneously achieving the Supreme Court of Virginia’s goals. 
 

Recommendation 1  
We recommend that as the Supreme Court updates its strategic plan the 
Department ensures that its IT plan supports all of the Supreme Court’s 
strategies.  This approach will help the Department modernize their systems and 
reduce inefficiencies in the courts system.  We also recommend the Department’s 
plans consider how to effectively spend their CTF money. 

 
Systems maintenance projects are a large portion of the Department’s IT work; however, 

they do not have the ability to quantify the dollars spent on each project.  The Department does 
not have a strong project management system or process as discussed below.  In the past this lack 
of a strong project management system or process was not a significant concern due to the limited 
money available to develop new systems.  But with the availability of CTF funds, strong project 
management is essential to ensure proper planning and management of projects to support the IT 
strategic plan and ultimately the Supreme Court of Virginia’s goals.   

 
The Department does not account for the actual cost of IT development projects; this is a 

symptom of its lack of a strong project management system and process.  We reviewed their IT 
policies and procedures and interviewed several members of IT management regarding their 
systems development practices.  Several areas of concern that we noted include the following. 

 
 Not tracking the costs involved with systems development projects, primarily internal 

resource costs. 
 Lack of formal training plans for inexperienced project managers managing projects. 
 Lack of formalized process in developing systems. 
 Missing core project documentation: 

 Charter 
 Budget 
 Key milestone deliverable dates 
 Risk analysis 
 User acceptance criteria 
 Issues tracking 
 Cost-Benefit Analysis 
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The Department does not have formal guidelines and procedures for systems 
development projects.  The Project Management Institute’s Project Management Body of 
Knowledge (PMBOK) provides structured phases as well as expectations for deliverables that 
should occur during each phase.  These guidelines help give project managers the best possible 
framework for a successful system implementation, and have proven essential to managing 
projects effectively.   

 
The Department also has no formalized project development methodology, which 

includes documenting the project via a charter, formal requirements gathering and 
documentation, and change controls to manage project scope.  These are key components and 
recognized as best practice in the project management industry. 

 
Recommendation 2 
We recommend that the Department establish and follow industry best practices 
for managing IT projects.  Although not required to, the Department may wish to 
adopt and follow VITA’s Project Management Standard since this standard 
mirrors industry best practices. 
 
The Department also does not provide any of its staff formal project management 

training.  Those who lead projects are doing so because they are the team leader, not because they 
are experienced project managers who have received formal project management training.  Not 
having training or a project management background also makes it difficult to be successful in 
managing projects.  
 

Recommendation 3 
We recommend the Department require their project managers to attend a project 
management classes to give them the tools and knowledge to effectively manage 
systems development projects.  These classes are available through the 
Commonwealth at reasonable rates. 

 
 
The Auditor of Public Accounts issued a report in September 2006 discussing the 

systems development activities at the 120 circuit court clerk’s offices throughout the 
Commonwealth.  (Virginia Circuit Court Systems, available on-line at www.apa.virginia.gov).  
The report discussed the three core systems the Department provides and that the majority of the 
courts in the Commonwealth use.  They are the Case Management System (CMS), Financial 
Management System (FMS) and Records Management System (RMS).  These systems record 
revenues of approximately $2 billion annually, and track cases and land records respectively.   

 
However there are several circuit court clerks, approximately 3, that have purchased or 

developed their own financial or case management systems.  These systems do not interface with 
the Department, which therefore does not allow data transfer to key agencies in the 
Commonwealth, such as the Department of Motor Vehicles (DMV), The Department of Taxation 
(TAX) and the Virginia State Police (VSP).   

 
Although there is a minority of the clerks not using the Department’s systems, there is the 

potential for several other clerks to sever their connections to the Departments systems.  This 
potentially will lead to all 120 circuit court clerks buying and maintaining their own non-
Department interfacing systems.  These actions could lead to duplicative systems and the 
inefficient use of state and local funds.   
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Our report recommended that the Chief Justice use his authority over these clerks to 

require the courts to use the Department’s systems in an effort to reduce money spent on 
duplicative system efforts across the 120 circuit court clerks or the Chief Justice establish system 
standards which independently developed system must meet.  Clerks have continued to develop 
systems that meet their local needs and do not interface critical data with other state agencies, 
such as State Police, Tax and the Department of Motor Vehicles, which are critical to reporting 
items such as delinquent fines and arrest warrants.   

 
Recommendation 4 
We recommend the Chief Justice of the Supreme Court establish a plan to work 
with circuit court clerks on creating data standardization guidelines including 
critical data for information sent to other state agencies as necessary. 
 

INFORMATION SYSTEMS SECURITY  
 

In 2006, the Auditor of Public Accounts conducted a Statewide Review of Information 
Security in the Commonwealth to evaluate the adequacy of the security of state government 
databases and data communications.  The Commonwealth’s agencies and institutions of higher 
education completed a checklist that consisted of a series of detailed questions concerning the 
existence of written information systems security polices and procedures based on industry best 
practices.   

 
An effective Information Technology Security Program includes policies and procedures 

that provide reasonable assurance that appropriate levels of confidentiality, integrity and 
availability exist to protect and secure IT Systems and the data stored within them.  The 
Statewide Review of the Information Security Checklist submitted in 2006 by the Department 
demonstrated that the Department lacks or needs improvement in several key components of an 
adequate Information Technology Security Program, including the following components. 
 
• Designation of IT Security Roles and Responsibilities  
• Formal Security Awareness and Training Program  
• Business Impact Analysis 
• Risk Assessment 
• Continuity of Operations Plan  
• Disaster Recovery Plan  
• Logical Access Controls  
• Incident Response Plan  
 

A follow-up on the Statewide Review of Information Security shows that the Department 
has entered into a contract with IBM to develop and document a Business Impact Analysis and 
Risk Assessment.  The proposed delivery date on these documents was August 30, 2007.  In 
addition, the Department is evaluating an interactive, web-based solution from Awareity, Inc. for 
their formal security awareness and training program.   

 
Awareity produces a comprehensive toolkit for security awareness training known as 

Managed Ongoing Awareness Tools (MOAT).  VITA also uses the MOAT product to meet their 
security awareness training requirements set forth in their Information Technology Resource 
Management standards.  Although not required to comply with the standards established by 
VITA, the Department’s security awareness training will be consistent with that of VITA.   
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Recommendation 5 
We recommend that the Department ensure that IBM develops and documents a 
Business Impact Analysis and Risk Assessment that will be beneficial to the 
Department and its IT environment.  We also recommend that the Department 
continue their plans for a formal security awareness and training program in 
accordance with industry best practices. 
 
In order to define IT security measures and access controls, the Department needs to 

establish a security management structure by appropriately assigning IT security roles and 
responsibilities.  This structure should include those program managers who are responsible for 
the day-to-day reliability and integrity of the IT systems and data.   

 
The Department recently designated an Information Security Officer; however, this 

individual cannot assume sole responsibility for the management and protection of the IT systems 
and data.  Management of the Supreme Court also needs to assign and establish the roles of data 
owner, system owner, data custodian, system administrator and system users and their 
responsibilities, including ownership of the various computer resources and related data.   

 
Once Management has assigned ownership, management also needs to work with various 

groups to firmly establish the level of sensitivity of these resources and data.  Accordingly, the 
controls to access resources and data should consider one’s need to know and job function.  
Further, information systems security polices should determine who needs to monitor compliance 
with established policies and procedures.  Finally, management will want to make sure that all 
responsibilities have appropriately segregated duties to reduce the risk of unintentional misuse of 
the IT systems and data.   
 

Recommendation 6 
We recommend that the Department appropriately assign the IT security roles 
and responsibilities in accordance with industry best practices.   

 
An effective Continuity of Operations Plan (COOP) minimizes the probability and 

impact of a major IT service interruption of essential business functions and processes.  This plan 
should have sufficient documented details that its success does not depend on the knowledge and 
expertise of a few individuals.   

 
To satisfy this level of detail and to ensure continuation of operations during an IT 

interruption, the Department should document detailed manual processing procedures for 
essential business functions that staff can follow until restoration of normal operations.  To 
support these essential business functions and restore the critical applications, the recovery 
requirements should also document the IT systems and data.  The Department has developed a 
basic COOP that provides guidance for the continuation of mission essential administrative 
functions and a separate COOP for the continuation of IT operations; however, if the Plan is to be 
effective, the Department must coordinate these activities.   
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Recommendation 7 
We recommend that the Department enhance their COOP by including detailed 
manual processing procedures for essential business functions that staff can 
follow until restoration of normal operations occurs.  The plan should meet the 
requirements of industry best practices.   

 
Recommendation 8 
We recommend that the Department enhance their COOP by including the 
recovery requirements for those IT systems and data that support the essential 
business functions in the event of an emergency and by assigning an IT employee 
to collaborate with the COOP Coordinator in accordance with industry best 
practices.   
 
To ensure the security on a daily basis, the Department should document, implement and 

enforce its logical access controls to IT systems and data.  The Department’s logical access 
control policies including account management, password management and remote access 
policies, are general and lacking in detail.   

 
Logical access controls provide a level of assurance against unauthorized and 

inappropriate modification or disclosure of the Department’s IT systems and data against 
unauthorized and inappropriate modification or disclosure by limiting users’ access to computer 
resources and data.  Logical access controls should include the enforcement of strong, complex 
passwords for all accounts used to access the Department’s computer resources and data.  Logical 
access controls should also promote security by requiring the use of encryption for remote access 
of the Department’s computer resources and the transfer of sensitive data.   
 

Recommendation 9 
We recommend that the Department enhance the logical access control policies 
for their IT Systems and data in accordance with industry best practices.   
 
The Department is increasing the interconnectivity of its IT Systems; therefore security 

incidents have the potential to place many valuable computer resources and information at risk 
for corruption, misuse, or disclosure.  A well developed Incident Response Plan can assist the 
Department in containing and repairing damage from security breaches and preventing future 
breaches.  The Department should document its formal incident response procedures and make 
their IT system users aware of these procedures and how and when to make use of them through a 
security awareness training program.   
 

Recommendation 10 
We recommend that the Department document and implement an Incident 
Response Plan in accordance with industry best practices.   
 
The Department’s Policy and Procedures Memoranda for its IT Systems Development 

Live Cycle (SDLC) do not include security requirements and controls within the systems 
development methodology.  The IT SDLC should ensure that IT system projects comply with 
established IT security policies, legal and regulatory requirements, and business requirements for 
security.  IT security considerations should be part of the definition of system requirements, the 
analysis and design phases, testing processes, and implementation phase and system disposition.  
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The need to identify SDLC security requirements and controls will become increasingly more 
important as the Department continues development of web-based applications.   

 
Recommendation 11 
We recommend that the Department include security requirements and controls 
in their IT Systems Development Life Cycle in accordance with industry best 
practices.   

 
The Statewide Review of Information Security follow-up and the additional review of the 

IT Systems security environment reveals that the Department does not have adequate IT security 
policies and practices in place to properly safeguard its critical IT assets and data.  The 
Department’s core IT security policies, processes and procedures are missing, outdated or not 
sufficiently detailed to be effective.  Inadequate IT security policies diminish the Department’s 
ability to provide assurance that their IT Systems are secure and that the data stored within them 
are reliable and accurate.   

 
DEPARTMENT EFFICIENCIES 
 

The Department supports approximately 5000 users across the Commonwealth on their 
many systems.  They receive calls for technical support regularly, approximately 300 per day; 
however, they do not have a central help desk number for users to call seeking help.  Users call 
the computer room, where a computer operator takes the call and either helps the user or sends 
their request on to the appropriate IT staff for assistance.  Staff manually route calls and there is 
no log to assist the Department in tracking help desk inquiries and problem resolution. 

 
Not having a central number nor a central system to record/monitor the calls can cause 

calls to be lost in the “shuffle” or require a solution that’s previously been determined by another 
IT staff, but went unknown due to it not being documented.  Not having a tracking system also 
leads to the inability to analyze systems and their weaknesses with respect to repetitive help 
requests.  With the Department re-writing several of their systems, the help desk call volume will 
most likely rise as people learn and adapt to the newer, more modern systems. 
 

Recommendation 12 
We recommend that the Department establish a central help desk phone number 
to allow users to call one central location for help requests.  We would also 
recommend that the Department implement a process to track help requests and 
their solutions, which should help point out areas that need work and/or extra 
training to the users.   

 
The Department has chosen to not track the financial status of their systems development 

projects nor do they document a budget for their projects and/or programs.  The only costs they 
can provide are those costs paid vendors.  However, to completely cost a systems development 
project, the Department needs to capture their internal staff’s salaries and other Department 
overhead.  This is especially important since there is a large number of systems development 
project work performed internally by staff within the Department 

 
We also discovered that the Department provides a Record Management System (RMS) 

to the majority of circuit courts that request this service.  The Department acts in a vendor 
capacity in that they charge the circuit courts for this service.  After reviewing the Department’s 
budget we determined that the RMS program area is not recovering costs by not charging a 
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sufficient fee to cover the cost of providing the service.  This situation resulted from the 
Department’s decision not to charge their actual internal resource costs associated with the RMS 
service to the local courts.  The Department can easily quantify the hardware and software costs, 
but they have made the decision to not charge local courts for the Department’s internal resource 
costs.  In the fiscal year 2007 the Department billed the circuit courts approximately $1 million, 
however this revenue is insufficient to cover the expenses of the RMS program area, which 
resulted in unrecovered costs of approximately $335,000. 
 

Recommendation 13 
The Department should formalize a process to track budgeted and actual costs for 
their IT projects and programs.  They should establish minimum criteria for 
tracking all project costs.  
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 August 30, 2007 
 
 
The Honorable Timothy M. Kaine The Honorable Thomas K. Norment, Jr. 
Governor of Virginia Chairman, Joint Legislative Audit 
State Capital    and Review Commission 
Richmond, Virginia General Assembly Building 
 Richmond, Virginia 
 
 

We have completed an audit of the Supreme Court’s information technology environment 
and are pleased to submit our report entitled “Review of the Supreme Courts Systems Planning 
and Operations.” We conducted our audit in accordance with the standards for performance 
audits set forth in Government Auditing Standards, issued by the Comptroller General of the 
United States. 
 

We had five objectives for our review of Virginia Supreme Court’s Systems.  These 
objectives sought to determine: 
 

1. If the Department’s IT strategic plan is in alignment with their overall strategic plan and 
effective for long-term growth. 

 
2. If the proper oversight and management exists for IT projects, both internally and at 

Circuit Courts throughout the Commonwealth and whether industry best practices are 
used throughout the Department. 

 
3. If the Department has documented, approved, and implemented an IT Security Program 

that provides adequate controls over their information technology resources and data and 
complies with industry best practices. 

 
4. Follow-up on findings from our office’s Statewide Review of Information Security in the 

Commonwealth conducted in Fall 2006. 
 

5. To analyze the Department for any operating inefficiencies that may exist. 
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Our audit provides several recommendations for Supreme Court to improve internal 
controls and agency oversight relative to information technology and project management. These 
recommendations are discussed throughout the report and in our executive summary. 
 
 
Exit Conference and Report Distribution  
 

We met with management and discussed the report on August 30, 2007.  Management’s 
response has been included at the end of this report.   
 

This report is intended for the information and use of the Governor and General 
Assembly, management, and the citizens of the Commonwealth of Virginia and is a public 
record. 

  
 AUDITOR OF PUBLIC ACCOUNTS
 
WJK:clj 
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