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AUDIT SUMMARY 

 

 
Our audit of Longwood University for the year ended June 30, 2010, found:  

 
 the financial statements are presented fairly, in all material respects, with generally accepted 

accounting principles; 
 
 certain matters involving internal control findings requiring management’s attention; however, 

we do not consider them to be material weaknesses; and 
 
 no instances of noncompliance or other matters required to be reported under Government 

Auditing Standards. 
 
In addition, we have audited the basic financial statements of Longwood University as of and for the 

year ended June 30, 2010 and issued our report thereon dated June 8, 2011.  Our report, included in the 
University’s basic financial statements, is available at the Auditor of Public Accounts’ website at 
www.apa.virginia.gov.  
  

http://www.apa.virginia.gov/
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INTERNAL CONTROL FINDINGS AND RECOMMENDATIONS 
 
 
Implement Third Party Monitoring and Review Processes 
 

The University does not monitor and review that TouchNet, a third-party credit card processing 
vendor, only accesses or changes student data in the University’s Banner system necessary for processing 
payments.  The University allows TouchNet to access sensitive data in the student accounting system and post 
payment information directly to a student’s account. 

 
This process reduces University time and labor in posting payment information; however, the 

University needs to verify that TouchNet only accesses or changes student data necessary to process 
payments.  
 

Best practices indicate that the University should maintain sufficient overall control and visibility into 
all security aspects for sensitive or critical information or information processing facilities accessed, 
processed, or managed by a third party.  In addition, this best practice requires the University’s review of 
third-party audit trails and records of security events, operational events, and failures and tracing of faults and 
disruptions related to services delivered. 
 

So that the University is aware of all the intentional and unintentional uses of its sensitive student 
information, we recommend that the University implement a monitoring and review process for TouchNet 
and all other third party processors in accordance with their approved security standard.  The University 
should turn on the system feature that allows monitoring and review of data transmission periodically to 
validate the data elements sent between its Banner system and TouchNet.   
 
 
Improve Risk Management and Contingency Planning  
 

As noted also in last year’s audit, the University last completed a comprehensive update and review 
of their Risk Assessment in 2006 and since that time, there have been changes to their IT environment, 
including an upgrade to Banner 8.  While the University did update their Continuity of Operations (COOP) 
and Disaster Recovery Plan (DRP), these updates are incomplete and based on an outdated Risk Assessment.  
Therefore, any tests of the COOP or DRP do not capture the current risks to the University’s information 
systems and security.  University standards specify a review of the Risk Assessment when significant changes 
occur in the IT environment, in addition to a periodic review. 
 

Without performing a complete sequential update of the Risk Assessment, COOP and DRP, the 
University cannot competently test and guarantee the availability of these systems to continue operations in 
the event of an emergency.  We recommend that the University allocate the necessary resources to update the 
Risk Assessment, COOP and DRP and test both the COOP and the DRP to help ensure the availability of 
mission critical systems. 
 
 
Strengthen Firewall Configuration 
 

The University does not use vendor recommended settings to secure its firewall that protects its 
administrative network.  We recommend that the University develop and implement a policy that requires the 
periodic network device scanning against security control best practices and broaden regular vulnerability 
scans beyond reviewing only access control lists to include scanning for weak security control settings.   
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 June 8, 2011 
 
 
The Honorable Robert F. McDonnell 
Governor of Virginia 
 
The Honorable Charles J. Colgan 
Chairman, Joint Legislative Audit 
   and Review Commission 
 
Board of Visitors 
Longwood University 

 
 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
 

FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 
 

We have audited the financial statements of the business-type activities and discretely presented 
component units of Longwood University as of and for the year ended June 30, 2010, which collectively 
comprise the University’s basic financial statements and have issued our report thereon dated June 8, 2011.  
Our report includes a reference to other auditors.  We conducted our audit in accordance with auditing 
standards generally accepted in the United States of America and the standards applicable to financial audits 
contained in Government Auditing Standards, issued by the Comptroller General of the United States.  We 
did not consider internal controls over financial reporting or test compliance with certain provisions of laws, 
regulations, contracts, and grant agreements for the financial statements of the component units of the 
University, which were audited by other auditors in accordance with auditing standards generally accepted in 
the United States of America, but not in accordance with Government Auditing Standards. 
 
Internal Control Over Financial Reporting  
 

In planning and performing our audit, we considered the University’s internal control over financial 
reporting as a basis for designing our auditing procedures for the purpose of expressing our opinion on the 
financial statements, but not for the purpose of expressing an opinion on the effectiveness of the University’s 
internal control over financial reporting.  Accordingly, we do not express an opinion on the effectiveness of 
the University’s internal control over financial reporting. 

 
A deficiency in internal controls exists when the design or operation of a control does not allow 

management or employees, in the normal course of performing their assigned functions, to prevent or detect 
and correct misstatements on a timely basis.  A material weakness is a significant deficiency, or combination 
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of deficiencies, in internal control such that there is a reasonable possibility that a material misstatement of 
the entity’s financial statements will not be prevented or detected and corrected on a timely basis by the 
entity’s internal control over financial reporting.  

 
Our consideration of internal control over financial reporting was for the limited purpose described in 

the first paragraph of this section and was not designed to identify all deficiencies in internal control that 
might be deficiencies, significant deficiencies or material weaknesses.  We did not identify any deficiencies in 
internal control over financial report that we consider to be material weaknesses, as defined above.  However, 
we identified certain deficiencies in internal control over financial reporting entitled “Implement Third Party 
Monitoring and Review Processes”, “Improve Risk Management and Contingency Planning” and “Strengthen 
Firewall Configuration”, which are described in the section titled “Internal Control and Compliance Findings 
and Recommendations,” that we consider to be significant deficiencies in internal control over financial 
reporting  A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is 
less severe than a material weakness, yet important enough to merit attention by those charged with 
governance. 
 
Compliance and Other Matters  
 

As part of obtaining reasonable assurance about whether the University’s financial statements are free 
of material misstatement, we performed tests of its compliance with certain provisions of laws, regulations, 
and contracts and grant agreements, noncompliance with which could have a direct and material effect on the 
determination of financial statement amounts.  However, providing an opinion on compliance with those 
provisions was not an objective of our audit and, accordingly, we do not express such an opinion.  The results 
of our tests disclosed no instance of noncompliance and other matters that are required to be reported under 
Government Auditing Standards.   
 
 The University’s response to the findings identified in our audit is included in the section titled 
“University Response”.  We did not audit the University’s response and, accordingly, we express no opinion 
on it. 
 

Status of Prior Findings  
 

The University has not taken adequate corrective action with respect to the previously reported 
finding “Improve Risk Management and Contingency Planning”.  Accordingly, we included this finding in 
the section entitled “Internal Control Findings and Recommendations”.  The University has taken adequate 
corrective action with respect to audit findings reported in the prior year that are not repeated in this report. 

 
Report Distribution and Exit Conference 

 
The “Independent Auditor’s Report on Internal Control over Financial Reporting and on Compliance 

and Other Matters” is intended solely for the information and use of the Governor and General Assembly of 
Virginia, the Board of Visitors, and management, and is not intended to be and should not be used by anyone, 
other than these specified parties.  However, this report is a matter of public record and its distribution is not 
limited. 
 

We discussed this report with management at an exit conference held on June 8, 2011. 
  
  
  
  
 AUDITOR OF PUBLIC ACCOUNTS  
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