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QUARTERLY REPORT SUMMARY - JULY 1, 2017, TO SEPTEMBER 30, 2017 
 
Audit Activities 
 

The Summary of Reports Issued section at the end of this report lists all reports issued by the Auditor 
of Public Accounts or our contracted firms during the period July 1, 2017, to September 30, 2017.  Below are 
highlights from select reports issued during the period.  All reports listed in this document are available at our 
website at http://www.apa.virginia.gov/APA_Reports/Reports.aspx.   
 
Internal Control Questionnaire Review Results Letters 
 

During the quarter, our Office began issuing Internal Control Questionnaire Review Results 
Letters (ICQ Results Letters).  In order to better utilize our Office’s resources we have developed a 
new process for auditing agencies that we are not required to audit every year (what we refer to as 
cycled agencies).  Traditionally we audited the cycled agencies at least once every three years.  We 
are now employing a new risk-based approach to auditing the cycled agencies.  As part of the new 
approach, APA sends a questionnaire regarding internal controls to these agencies.  All agencies will 
receive a questionnaire at least once every three years.  We then review the responses to the 
questionnaire and design procedures based on the results.  We provide a letter to management 
stating the results and highlighting any key areas of interest.  We issued ICQ Results Letters for eleven 
agencies during the quarter some of which are highlighted below.  
 

 Department of Fire Programs - Fire Programs has had high turnover in the fiscal 
department, which has limited the abilities to execute control activities.  Department of 
Accounts’ performed a review and had observations in a number of fiscal areas including 
the risk assessment process; lack of policies and procedures and documented controls 
over fiscal processes; financial system reconciliation processes; accounts receivable; 
indirect cost recovery; and lease information.  Fire Programs should continue to address 
the observations made by Department of Accounts and ensure there is adequate staff in 
place with sufficient knowledge of the agency to ensure an appropriate internal control 
environment. 

 

 Department of Juvenile Justice - Juvenile Justice should devote resources to addressing 
information security recommendations and ensuring it is in compliance with the 
Commonwealth’s Information Security Standard.  In addition, Juvenile Justice should 
ensure that all critical policies and procedures are up to date and contain sufficient detail. 

 

 Virginia Museum of Fine Arts - The Museum should update and formalize the current 
policies and procedures to ensure there is sufficient detail to allow someone new to the 
agency to follow the processes and ensure that policies and procedures are followed 
consistently.  Management should assess the usage of American Express cards and ensure 
it is in compliance with Commonwealth policies and procedures.  Management should 
also ensure that system security recommendations made in the prior audit are addressed. 

  

http://www.apa.virginia.gov/APA_Reports/Reports.aspx
http://www.apa.virginia.gov/reports/DepartmentofFireProgramsInternalControlQuestionnairReview2016.pdf
http://www.apa.virginia.gov/reports/DepartmentofJuvenileJusticeInternalControlQuestionnaireReview2017.pdf
http://www.apa.virginia.gov/reports/MuseumofFineArtsInternalControlQuestionnaireReview2016.pdf
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Agency Reports 
 

Disability Services Agencies Audit of Select Cycles 

 

Our audit of select cycles at the Disability Services Agencies for fiscal year 2016 identified 
three information technology recommendations for Wilson Workforce Rehabilitation 
Center.  Specifically, Wilson Workforce should improve its firewall management, its physical and 
environmental security, and its information technology asset management process and 
procedures.  In addition, the Department for Aging and Rehabilitation Services needs to take an 
active oversight role over the other Disability Services Agencies, as set out in a Memorandum of 
Understanding, to ensure that employees of all Disability Service Agencies receive the required 
security awareness training.  Finally, the audit includes five recommendations for the purchasing 
charge card program related to policies and procedures over program administration and card use, 
client gift card purchases, purchasing card reconciliations, and merchant category code reviews. 
 

Judicial Branch Audit of Information Systems Security 

 

Our Judicial Branch Audit of Information Systems Security found the Office of the Executive Secretary 
of the Supreme Court of Virginia, which provides information systems security for the Judicial Branch, 
should strengthen information systems security in the following areas. 
  

 Obtain and Retain an Information Security Officer 

 Improve Disaster Recovery Controls 

 Continue to Improve Sensitive Systems Risk Assessment and Contingency Planning 

Documentation 

 Continue Improving Database Security 

 Maintain Oversight of Third-Party Service Providers  

 Perform Information Technology Security Audits 

 Perform a Risk Analysis for Exceptions to the Acceptable Use Policy 

 
Potomac River Fisheries Commission 

 

Our audit of the Potomac River Fisheries Commission for fiscal year 2016 found that the 
Commission has a potential going concern issue, as it appears that they do not have the resources to 
continue operating without using their reserve funds.  Additionally, we noted internal control 
deficiencies related to financial recording and timely preparation of bank reconciliations due to lack 
of personnel with adequate accounting knowledge. 
  

http://www.apa.virginia.gov/reports/DisabilityServicesAgencies2016.pdf
http://www.apa.virginia.gov/reports/JudicialBranchAuditofInformationSystemsSecurity2016.pdf
http://www.apa.virginia.gov/reports/PotomacRiverFisheriesCommission2016.pdf
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Higher Education Institution Reports 
 

The College of William and Mary in Virginia 
 

Our audit of The College of William and Mary in Virginia (William and Mary), for the year 
ended June 30, 2016, which includes the Virginia Institute of Marine Science and Richard Bland 
College (Richard Bland), found Richard Bland should address weaknesses in its financial reporting 
processes and information security controls that we consider material weaknesses in internal 
control.  Weaknesses in the information security environment include information technology (IT) 
risk management and security awareness training, IT system patch management, IT system logging 
and monitoring, and database and network security.  Richard Bland should continue to work to 
improve policies and procedures over financial reporting and should use its accounting and financial 
reporting system to produce its financial information for inclusion in the 2017 consolidated financial 
statements for William and Mary.  Richard Bland should also improve controls over small purchase 
charge cards, employee salary and pay changes, employee separation procedures, and procedures 
for identifying capital assets.  Additionally, Richard Bland should improve compliance with the 
Department of Human Resource Management’s 1500-hour rule and the prompt pay provisions of 
the Procurement Act. 
 

William and Mary should continue to address our prior year recommendations over database 
security and its timesheet approval process for wage employees, which are considered partially 
resolved in this year’s audit report.  In addition, William and Mary should address weaknesses in its 
IT change management controls, small purchase charge card reconciliations, and employee 
separation procedures. 

 

Longwood University 
 

Our audit of Longwood University for the fiscal year ended June 30, 2016, found the 
University should continue to resolve two information system security findings issued during the 
prior audit related to strengthening virtual private network controls and improving the oversight of 
third-party service providers.  Additionally, the University should improve Information Security 
Officer independence and incorporate the business process owners in the risk acceptance 
process.  The University should also perform a thorough evaluation of the Continuity of Operations 
Plan and should dedicate the necessary resources to implement critical security controls for the 
server operating system where the primary financial management system’s database resides.   
 

Additionally, the University should implement controls to accumulate, review, and provide a 
complete audit trail for the annual financial statement reporting process.  Finally, the University 
should establish and disseminate a process for tracking time and effort on federal awards that 
complies with the Federal Uniform Guidance. 
 

  

http://www.apa.virginia.gov/reports/CollegeWilliamMaryInternalControl2016.pdf
http://www.apa.virginia.gov/reports/LongwoodUniversity2016.pdf
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University of Mary Washington 
 

Our audit of the University of Mary Washington for the year ended June 30, 2016, identified 
multiple findings related to information system security at the University.  The University should 
examine end user access to its financial accounting and reporting system and eliminate any access 
that does not comply with the principle of least privilege.  Additionally, we noted internal control 
deficiencies in the University’s database security, disaster recovery plan testing, continuity of 
operations plan testing, and process for granting and restricting of elevated workstation privileges. 

 

Virginia Community College System 
 

Our audit of the Virginia Community College System for the year ended June 30, 2016 includes 
a repeat recommendation related to the System’s oversight of third-party information technology 
service providers.  We also included a risk alert based on the overall risk of system access controls. 
The transition to the VCCS Shared Services Center will include challenges in access controls at the 
individual colleges; however, as the System transitions it should develop and refine their access 
controls system wide.  Colleges should also improve oversight over the fixed asset inventory process, 
employee separation procedures, and leave reporting.  Federal compliance findings related to the 
follow up of the prior audit of financial aid are included as part of this report as a result of the 
corrective action being on-going.  This report also included financial aid findings related to 
accreditation reviews. 

 
Virginia State University 

 

Our audit of Virginia State University for the year ended June 30, 2016, found improvements 
in financial analyses and forecasts.  However, we noted $2.7 million in Federal questioned costs 
related to two Federal grants resulting in two recommendations for improving internal control and 
compliance related to its federal grant processes.  The University should also continue its efforts to 
address prior year and new audit findings related to compliance with Virginia’s information security 
standards including change and configuration management processes, user access controls, review 
of vendor controls over hosted systems and data, risk management and information technology 
security audit plan documents, and addressing weaknesses from information security audits.  Finally, 
the University should enforce contract administration and vendor payment controls. 
 
Other Activities 
 
Local Fiscal Distress Monitoring 
 

The 2017 Virginia Acts of Assembly (Chapter 836, Part 4-8.03) directs the Auditor of Public 
Accounts (APA) to establish a prioritized early warning system to identify possible local fiscal distress 
within localities across Virginia on an annual basis.  Our office has developed criteria for a preliminary 
determination of fiscal distress based on the analysis of audited financial statement data and other 
qualitative factors.  The result of this analysis is that each locality is given a score, called the Financial 
Assessment Model (or FAM) score.  For fiscal year 2016, for those localities that receive a FAM score 

http://www.apa.virginia.gov/reports/UniversityOfMaryWashington2016.pdf
http://www.apa.virginia.gov/reports/VaCommunityCollegeSystem2016.pdf
http://www.apa.virginia.gov/reports/VirginiaStateUniversity2016.pdf
https://budget.lis.virginia.gov/item/2017/1/HB1500/Chapter/4/4-8.03/
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of less than or equal to the 16 percent threshold set by the APA, we will notify the local governing 
body and chief executive officer of our preliminary determination.  After this notification, the locality 
must decide whether to allow our office to perform further review.  The review will focus on 
information related to budget processes, debt, borrowing, expenses and payables, revenues and 
receivables, staffing, and any other external variables contributing to a locality's financial position, 
to further determine the extent of potential fiscal distress.  The objective of our additional review is 
to obtain an understanding of how the locality is responding to potential fiscal stress and policy or 
plans it has in place to move forward and improve.  
 

After completion of our follow-up and review with the locality, the APA will evaluate and 
make a determination of whether or not the locality may need further assistance from the state.  The 
APA will then formally notify the Governor, chairmen of the money committees, and the locality’s 
governing body, in writing, concerning the specific issues or actions that would need to be addressed 
by state assistance or intervention.  At that point, the process is administered by the Governor and 
chairmen of the money committees to develop a plan for state assistance and determine what that 
assistance might entail.  Should the locality decline any further follow-up and review from the APA, 
our office will notify the Governor and chairmen of the money committees accordingly.  
 
 During this quarter, we completed the initial calculation of FAM scores and sent notification 
to each locality regarding whether their FAM score met the 16 percent threshold noted above.  For 
the six localities whose FAM score met the 16 percent threshold, we asked them to notify us 
regarding whether they wanted our office to perform a further review of their financial position.  We 
are in the process of gathering information from those localities to enable us to perform our review. 
 
 In support of this process, during this quarter we have made presentations to multiple state, 
local, and national groups including the Joint Subcommittee on Local Government Fiscal Stress, Local 
Government Fiscal Distress Workgroup, Virginia Association of Counties, Virginia Municipal League, 
and Government Sustainability Workgroup.  We have also had meetings with public officials from 
multiple cities and counties.   
 
 For more information on this process, please see the Fiscal Distress Monitoring Overview on 
our website. 
 
Monitoring Accounting and Auditing Standards  
 

During the quarter, our Office reviewed several documents issued for comment by the 
various standard setting bodies that govern the auditing standards we follow in performing our 
audits and the accounting standards that Virginia state and local governments must follow when 
reporting their financial activity.  Being a part of this process allows us to stay informed of upcoming 
changes.  In addition, by providing feedback to the standard setting bodies on proposed changes we 
help protect the interests of the Commonwealth in circumstances where we do not agree with the 
proposed changes.  Below are the documents that we reviewed and provided responses to the 
applicable standard setting entity during this quarter.  

 

http://www.apa.virginia.gov/data/download/local_government/guidelines/Fiscal%20Distress%20Monitoring%20Overview.pdf
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Standard  
Setting Entity 

 
Document Reviewed  

 
AICPA* 

Exposure Draft: Proposed Interpretation and other 
Guidance – State and Local Government Entities 

 
GASB** 

Exposure Draft: Certain Disclosures Related to Debt, 
including Direct Borrowings and Direct Placements 

GAO*** Exposure Draft: Government Auditing Standards 

*American Institute of Certified Public Accountants 
**Governmental Accounting Standards Board 
***Government Accountability Office 

 
Participation with State, Local, and Other Groups 

 
In addition to our audit activities, we participate in other activities to assist in our mission to 

improve accountability and financial management in the Commonwealth.  During the quarter, we 
participated in the activities of various state, local, and other groups including providing information 
on a variety of topics and attending events as highlighted below.   
 

Local Groups 
 

 
Group  

 
Presentation / Training Topic 

City of Norfolk Finance 
Department 

Provided an update on various topics including 
local government Comparative Report 
transmittal form process, new requirements 
from 2017 legislative session, updates to APA 
Specifications for Audits of Counties, Cities and 
Towns and the Uniform Financial Reporting 
Manual, results of quality control reviews over 
firms auditing Virginia’s local governments, 
fiscal distress monitoring over localities, and 
upcoming accounting standards. 
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Other Groups 

 
 

Group  
 

Presentation / Training Topic 

American Institute of Certified 
Public Accountants 
Governmental Accounting and 
Auditing Update Conference  

Presented information on how the APA uses 
“big data” in auditing, adapted from our 
July/August 2014 VSCPA Disclosure article 
entitled Order From Chaos. 

National Professional 
Development Training for the 
Association of Government 
Accountants  

 
 
 
 

Presented an overview of the timesaving that 
could be achieved if federal agencies invested 
in automating single audits and the impact that 
it could have on states and future funding 
decisions.  Also, presented on free online tools 
that financial managers could use to increase 
transparency, reduce fraud, identify risks, and 
make better decisions.   

 
In addition, multiple APA employees participated in the Virginia Society of Certified Public 

Accountants’ CPA Day of Service volunteering at Maymont Park and St. Joseph’s Villa. 
  

http://disclosures.vscpa.com/Vizion5/viewer.aspx?shareKey=DRLpC5#issueID=26&pageID=14
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SUMMARY OF REPORTS ISSUED 
 
 The following reports on audit were released by this Office during the period July 1, 2017, to 
September 30, 2017.  Those reports which included findings in the area of internal controls or 
compliance are indicated by an (*) asterisk. 
 
Judicial Branch 
 

Clerk of the Court of Appeals in Virginia Audit of Collections for the year ended June 30, 2016 * 
Clerk of the Supreme Court of Virginia Audit of Collections for the year ended June 30, 2016 * 
Judicial Branch Audit of Information Systems Security for the year ended June 30, 2016 * 
Virginia Board of Bar Examiners for the year ended June 30, 2016 
Virginia Indigent Defense Commission Internal Control Questionnaire Review Results as of 

April 2017 
Virginia State Bar for the year ended June 30, 2016 

 
Independent Agencies 
 

Virginia Lottery – Reports on Applying Agreed-Upon Procedures for the period April 2016 
through March 2017: 

Cash4Life 
Mega Millions 
Megaplier 
Powerball 
Power Play 

Virginia Workers’ Compensation Commission Internal Control Questionnaire Review Results as 
of April 2017 

 
Executive Departments 
 

Office of the State Inspector General Internal Control Questionnaire Review Results as of 
May 2017* 

 
Agriculture and Forestry 

 
Department of Forestry Internal Control Questionnaire Review Results as of May 2017* 

 
Commerce and Trade 

 
Virginia Small Business Financing Authority for the year ended June 30, 2016 
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Education 
 

Gunston Hall Internal Control Questionnaire Review Results as of May 2017* 
Virginia Museum of Fine Arts Internal Control Questionnaire Review Results as of April 2017 * 
Virginia Museum of Natural History Internal Control Questionnaire Review Results as of May 

2017* 
 

Colleges and Universities 
 

James Madison University for the year ended June 30, 2016* 
Longwood University for the year ended June 30, 2016* 
Radford University for the year ended June 30, 2016 * 
The College of William and Mary in Virginia, including the Virginia Institute of Marine Science, 

and Richard Bland College for the year ended June 30, 2016 * 
University of Mary Washington for the year ended June 30, 2016 * 
Virginia Community College System for the year ended June 30, 2016 * 
Virginia Military Institute for the year ended June 30, 2016 * 
Virginia State University for the year ended June 30, 2016* 

 
Health and Human Resources 

 
Disability Services Agencies Audit of Select Cycles for the year ended June 30, 2016 * 
Virginia Health Workforce Development Authority for the year ended June 30, 2016 

 
Natural Resources 

 
Potomac River Fisheries Commission for the year ended June 30, 2016 * 
Rappahannock River Basin Commission for the year ended June 30, 2016 

 
Public Safety 

 
Department of Fire Programs Internal Control Questionnaire Review Results as of June 2017 * 
Department of Juvenile Justice Internal Control Questionnaire Review Results as of April 2017* 
Department of Military Affairs Internal Control Questionnaire Review Results as of April 2017 * 

 
Transportation 

 
Department of Motor Vehicles Dealer Board Internal Control Questionnaire Review Results as 

of April 2017 
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Special Reports 
 

Report to the Joint Legislative Audit and Review Commission for the quarter April 1, 2017 
through June 30, 2017 

Virginia Retirement System GASB 68 Schedules: 

 Political Subdivision Retirement Plans for the fiscal year ended June 30, 2016 

 State Employee Retirement Plan for the fiscal year ended June 30, 2016 

 Teacher Retirement Plan for the fiscal year ended June 30, 2016 
Virginia Retirement System Management’s Assertions Related to Census Data for the year 

ended June 30, 2015 
 
 
Clerks of the Circuit Courts 
 

Cities: 
Charlottesville for the period April 1, 2016, through March 31, 2017* 
Danville – January 1, 2016, through March 31, 2017 
Fredericksburg – April 1, 2015, through December 31, 2016* 
Hampton – April 1, 2016, through March 31, 2017* 
Lynchburg – January 1, 2016, through March 31, 2017 
Portsmouth – April 1, 2016, through March 31, 2017* 
Salem – January 1, 2016, through March 31, 2017* 
Suffolk – January 1, 2016, through March 31, 2017 
Williamsburg – January 1, 2016, through March 31, 2017 

 
Counties: 

Accomack – January 1, 2016, through December 31, 2016* 
Albemarle – April 1, 2016, through March 31, 2017* 
Appomattox – January 1, 2016, through March 31, 2017 
Campbell - as of July 31, 2017 
Chesterfield – April 1, 2016, through June 30, 2017 
Essex – January 1, 2016, through March 31, 2017 
Fauquier – April 1, 2016, through March 31, 2017 
Greensville / City of Emporia – April 1, 2016, through March 31, 2017 
Henrico – January 1, 2016, through March 31, 2017* 
Highland – April 1, 2016, through March 31, 2017 
Lee – July 1, 2016, through June 30, 2017* 
Loudoun for the period October 1, 2015, through March 31, 2017 
Louisa – July 1, 2015, through December 31, 2016 
Montgomery – January 1, 2016, through June 30, 2017 
Nelson – April 1, 2016, through March 31, 2017* 
Pittsylvania – April 1, 2016 through March 31, 2017 
Prince William – July 1, 2015, through December 31, 2016* 
Prince William - as of May 1, 2017 
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Richmond – July 1, 2015, through March 31, 2017 
Roanoke – January 1, 2016, through March 31, 2017 
Scott – July 1, 2016, through June 30, 2017 
Stafford – July 1, 2015, through March 31, 2017* 
Warren for the period April 1, 2016, through June 30, 2017 

 
 
State Accounts (as of June 30, 2017) 
 

Cities: 
Bristol Covington Hopewell Martinsville Roanoke 

Buena Vista Danville Lexington Newport News Staunton 

Buena Vista Emporia Lynchburg Norfolk Waynesboro 

Chesapeake Franklin Manassas Park Norton Williamsburg 

Colonial Heights Harrisonburg Manassas Park Radford Winchester 

 
Counties: 

Accomack Buckingham Giles King & Queen Page Shenandoah 

Alleghany Campbell Gloucester Lancaster Patrick Smyth 

Amelia Carroll Goochland Lee Pittsylvania Southampton 
Amherst Charles City Grayson Louisa Prince George Sussex 

Amherst Clarke Greene Madison Prince William Tazewell 
Appomattox Craig* Greensville Mathews Pulaski Warren 

Augusta Cumberland Henrico Middlesex Rappahannock Washington 

Bath Dickenson Henrico Montgomery Richmond Westmoreland* 

Bedford* Dinwiddie Henry Nelson Roanoke Wise 

Bland Essex Highland New Kent Rockingham  
Botetourt* Floyd Isle of Wight Northampton Russell  
Buchanan Frederick James City Nottoway Scott*  

 
 

General Receivers (for the year ended June 30, 2017) 
 

Cities: 
Alexandria - June 30, 2016 Lynchburg 

 
Counties: 

Lee Wise 

 
 
General District Courts 
 

Counties: 
Highland - July 1, 2015 through June 30, 2017 Prince William – July 1, 2015 through June 30, 2016 
Middlesex – July 1, 2015 through June 30, 2016* Stafford - July 1, 2016 through June 30, 2017 
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Juvenile and Domestic Relations Courts (July 1, 2016 through June 30, 2017) 
 

Cities: 
Bristol Staunton 

 
Counties: 

Augusta Prince William – July 1, 2015 through June 30, 2015 
Carroll Smyth 
Nelson  

 
 

Magistrates 
District 09 – City of Williamsburg; Counties of Charles City, Gloucester, James City, King and Queen, 

New Kent, Mathews, Middlesex, and York – July 1, 2015 through June 30, 2016 
District 15 – City of Fredericksburg; Counties of Caroline, Essex, Hanover, King George, Lancaster, 

Northumberland, Richmond, Spotsylvania and Stafford July 1, 2015 through 
June 30, 2016 

District 30 - Counties of Buchanan, Dickenson, Lee, Norton, and Scott – July 1, 2016 through 
June 30, 2017 

District 31 - County of Prince William – July 1, 2015 through June 30, 2016 
 
*Denotes management control finding 
 Denotes Turnover Reports 

 


