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Quarterly Report Summary - - January 1, 2014, to March 31, 2014 
 

Audit Activities 

Review of Capital Outlay Funding and Cash Flow Processes 
The Review of Capital Outlay Funding and Cash Flow Processes assesses the implementation 

of the pooled project approach to capital outlay planning and execution in the Commonwealth, 
introduced during the 2008 Special Session of the General Assembly.  Generally, we found that the 
multi-phase capital outlay process outlined in the 2008 Special Session of the General Assembly has 
not been functioning as intended for all projects.  Due to their nature, some projects are not 
advancing through the three phases in a consistent manner, as outlined in the Code of Virginia.  
However, the Commonwealth has realized significant benefits from the new approach and can 
realize further benefits if it functions as intended.  One of the largest benefits seen to date is that the 
new process ensures the completion of comprehensive planning before the authorization of 
construction and has resulted in more accurate and competitive construction bids.  The report makes 
thirteen recommendations to the General Assembly and the entities involved in the process for 
improvements to the pooled project approach. 

Agencies of the Secretary of Finance 
The Agencies of the Secretary of Finance Report includes the audit results for fiscal year 2013 

for the agencies under the Secretary of Finance.  In this report we have included status updates on 
upcoming pension accounting changes and statewide system development projects.  In addition, the 
report contains findings for several agencies under the Finance Secretariat recommending 
improvement in the following areas: SQL Server Database Security, Data Center Physical Security, 
Financial Reporting, Advantage Revenue Access Controls, Monitoring of Administrative and 
Compliance Activities, and Processing of Risk Management Invoices. 

Agencies of the Secretary of Health and Human Resources  
The Agencies of the Secretary of Health and Human Resources Report contains the audit 

results for fiscal year 2013 for the agencies under the Secretary of Health and Human Resources in 
support of our audit of the Commonwealth’s basic financial statements and the Statewide Single 
Audit.  This report contains 30 findings; five relate to user access, eight relate to information system 
security, twelve relate to federal compliance, and five represent issues of state non-compliance and 
operations recommendations.  Of the total findings, four are considered material weaknesses. 

Agencies of the Secretary of Transportation  
The Agencies of the Secretary of Transportation Report includes the audit results for fiscal 

year 2013 for the agencies under the Secretary of Transportation.  In this report we discuss the 
sources of funding for these agencies as well as the use of those funds across the Commonwealth.  
In addition, the report contains findings for several agencies under the Transportation Secretariat 

http://www.apa.virginia.gov/reports/CapitalOutlaySR2014.pdf
http://www.apa.virginia.gov/reports/SofF2013.pdf
http://www.apa.virginia.gov/reports/HHR13.pdf
http://www.apa.virginia.gov/reports/CTF13.pdf


 
 

recommending improvement in the following areas: IT Security Program, IT Risk Assessment, 
Database Security, Monitoring and Management of User Access Controls, Financial Reporting, FFATA 
Reporting, Sub-recipient Monitoring, Depreciation Process and Controls, Retirement Reconciliation 
Process, and Procedures over Journal Entries.  The report also contains a risk alert regarding the 
Department of Transportation’s ability to efficiently and effectively obtain data from Cardinal. 

Other Reports 
During the quarter, we issued the Commonwealth of Virginia Single Audit Report which 

contains findings and recommendations significant to the Commonwealth’s financial statements and 
selected federal programs.  For fiscal year 2013, $13.5 billion in federal expenses were subject to 
audit under the Single Audit.  Our audit covered 22 federal programs administered by the 
Commonwealth.  The Single Audit Report contains 68 findings; 36 relate to the Commonwealth’s 
financial statements; 17 relate to federal compliance; and 15 relate to both the Commonwealth’s 
financial statements and federal compliance. Of the total findings, six are considered material 
weaknesses. 

 
We also issued our Comparative Report of Local Government Revenue and Expenditures for 

the fiscal year ended June 30, 2013, which is available on our website at 
http://www.apa.state.va.us/APA_Reports/LG_ComparativeReports.aspx.  

 
In addition, we issued our Progress Report on Selected System Development Projects in the 

Commonwealth.  This report reflects our on-going review of $260 million in Commonwealth 
information technology systems development projects.  Currently there are two projects at the 
Virginia Employment Commission, the Financial Management System and Unemployment 
Modernization Project, which are operating without an approved schedule, placing these projects at 
risk of failure.  We also include a brief discussion of two emerging trends in project management 
within the Commonwealth, which if used properly, both can provide value to the Commonwealth 
and its agencies.  
 

We will be happy to provide you any reports in their entirety, or you can find all reports listed 
in this document at our website http://www.apa.virginia.gov/APA_Reports/Reports.aspx.  We 
welcome any comments concerning this report or its contents. 

 

Other Activities 
 

In this report we provide a summary of our other activities during the 
quarter.  In addition to our audit activities, we participate in other activities to assist 
in our mission to improve accountability and financial management in the 
Commonwealth.      
 

On March 31st, the Auditor of Public Accounts was recognized as one of 
Richmond’s Top 50 Workplaces in the Metro Business section of the Richmond 
Times-Dispatch.         
    

http://www.apa.virginia.gov/reports/CommonwealthOfVirginiaStatewideSingleAudit13.pdf
http://www.apa.state.va.us/APA_Reports/LG_ComparativeReports.aspx
http://www.apa.virginia.gov/reports/ITPM14.pdf
http://www.apa.virginia.gov/reports/ITPM14.pdf
http://www.apa.virginia.gov/APA_Reports/Reports.aspx
http://www.timesdispatch.com/business/banking/companies-selected-for-richmond-s-top-workplaces/article_afcb2440-341f-53a5-84b1-049d9c723a00.html
http://www.timesdispatch.com/business/banking/companies-selected-for-richmond-s-top-workplaces/article_afcb2440-341f-53a5-84b1-049d9c723a00.html
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AUDIT ACTIVITIES 

Review of Capital Outlay Funding and Cash Flow Processes   
 

The focus of this report is capital outlay planning and execution in the Commonwealth, 
which has evolved significantly over the past 25 years.  This report reviews the implementation 
of the pooled project approach, introduced during the 2008 Special Session of the General 
Assembly.  The pooled Capital Outlay process is a phased review, approval, and appropriation 
method.  The new process assigns each project into one of the three phases: pre-planning, 
detailed planning, or construction.  Subsequent to these assignments, projects are grouped 
together to create a pre-planning, detailed planning, and/or construction pool.  Agencies and 
institutions can only complete the pre-planning, detailed planning, or construction phase of the 
project dependent on the assignment to a given pool. 

 
The pooled project approach has not been functioning as intended for all projects.  

Projects are not advancing through the three phases as outlined in the Code of Virginia in a 
consistent manner.  This report highlights several examples of projects bypassing either a 
detailed planning or pre-planning pool.  Other examples include projects skipping all phases and 
being placed directly into the construction pool without any pre-planning or detailed planning 
work completed.  Due to their nature, some projects may need to deviate from the three-phase 
approach, entering the process at the detailed planning or construction phase, rather than the 
pre-planning phase. 

 
Very few projects have completed construction using the new pooled approach since its 

introduction during the 2008 Special Session.  However, the Commonwealth has realized 
significant benefits from the new approach and can realize further benefits if it functions as 
intended.  For example, the new process ensures the completion of comprehensive planning 
before the authorization of construction, along with obtaining more accurate and competitive 
construction bids.  Although economic factors have caused the Commonwealth to fund capital 
projects with debt rather than general fund cash, the Commonwealth continues to use the 
pooled capital approach to ensure adequate capital outlay planning and execution.  The report 
makes thirteen recommendations to the General Assembly and the entities involved in the 
process for improvements to the pooled project approach. 

 

Report Recommendations 
 

Recommendation #1: The General Assembly may wish to consider requiring all projects using the 
pool funded approach to submit quarterly cash flow requirements to the Advisory Committee. 
 
Recommendation #2: The General Assembly may wish to consider modifying Code of Virginia, 
Section 2.2-1517, to reflect the actual entity or party responsible for the issuance of capital outlay 
instructions to agencies and institutions. 
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Recommendation #3: General Services and Planning and Budget should consider limiting the 
number of capital request submissions by agencies and institutions.  This limit should consider the 
number of projects an agency or institution can realistically construct within the next six years 
based on current programmatic needs and resources available. 
 
Recommendation #4: The General Assembly may wish to consider designating a responsible party 
who can ensure all Advisory Committee members are provided all available information on a 
continuous basis regarding all potential and ongoing projects to enable each member to make 
informed decisions. 
 
Recommendation #5: The Governor and the General Assembly may wish to consider providing 
greater transparency of the Commonwealth’s capital outlay projects by identifying the status of 
each project in the Six-Year Capital Outlay Plan.  The plan could also indicate whether a project 
advanced to pre-planning, detailed planning, or the construction phase.  An additional 
improvement to the Six-Year Capital Outlay Plan would be to include a project description. 
 
Recommendation #6: Planning and Budget should develop a method to track the Central Capital 
Planning Pool expenses to ensure appropriate use, as well as determine if the reimbursement 
from bond proceeds is occurring as required. 
 
Recommendation #7: Treasury should develop a mechanism to track issuance amounts 
associated with projects approved for construction in Chapter 806.  The methodology developed 
by Treasury must be able to track projects approved by Chapter 806 and other pool funded 
projects separately, due to the requirements of the enabling legislation. 
 
Recommendation #8: As recommended in Recommendation #4, the General Assembly may wish 
to consider designating a responsible party to gather and disseminate project information for the 
Advisory Committee’s consideration.  This responsible party should coordinate efforts between 
Planning and Budget, General Services, and SCHEV to review the information submitted by 
agencies and institutions during the capital outlay review process to avoid duplication of effort.   
 
Recommendation #9: General Services should require all agencies and institutions to timely 
reconcile project expenditure data in GCPay to the applicable accounting system used by the 
entity.  This reconciliation will ensure the accurate and timely recordation of all project expenses 
in GCPay.  This will ensure users will be able to make informed decisions regarding the timing of 
bond issuances and track overall project status. 
 
Recommendation #10: The General Assembly, along with the Advisory Committee, may wish to 
consider developing criteria to define the type of projects that do not need to progress through 
all three phases.  They should also ensure all projects that do not meet those criteria advance 
through each required project phase in a consistent manner. 
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Recommendation #11: The General Assembly may wish to give consideration to the inherent 
timing issues associated with the segmented project approval for the various stages of the pooled 
process.  Agencies and institutions should also ensure they receive proper approval prior to using 
non-general funds for pre-planning and/or detailed planning. 
 
Recommendation #12: The General Assembly may wish to consider modifying the pool funded 
process to better accommodate the use of Design-Build and CM at Risk construction contracts.   
 
Recommendation #13: FF&E funds should consistently be included in the capital planning process.  
Not applying FF&E funding consistently through the legislative process decreases the 
transparency of capital spending from a tax payer’s viewpoint and creates the potential that 
newly constructed facilities will not be available for use if there is no funding available for FF&E.   

 

Agencies of the Secretary of Finance  
 

This report includes the audit results for fiscal year 2013 for the agencies under the 
Secretary of Finance and contains internal control and compliance findings for several agencies 
under the Finance Secretariat recommending improvement in the following areas: SQL Server 
Database Security, Data Center Physical Security, Financial Reporting, Advantage Revenue Access 
Controls, Monitoring of Administrative and Compliance Activities, and Processing of Risk 
Management Invoices.  Further, the report provides status updates on upcoming pension 
accounting changes and statewide system development projects which we include below.    
 

Upcoming Pension Accounting Changes 
 

As previously reported, Governmental Accounting Standards Board (GASB) Statement No. 
67, which covers accounting and reporting by pension plans, will be implemented by the Virginia 
Retirement System in fiscal year 2014.  Additionally, GASB Statement No. 68, which covers 
accounting and reporting of pension activity by employers, will be implemented by the 
Commonwealth and its various localities in fiscal year 2015.  Accounts and the Virginia 
Retirement System will work together to coordinate the Commonwealth’s implementation of 
these new standards. 
 

The new standards have a conceptual shift in the reporting of liabilities and expenses from 
a funding approach to an earnings approach.  Currently, the Commonwealth only reports a 
liability to the extent it did not fully fund the annually required contribution as determined by its 
actuary.  Under the new standards, the Commonwealth will report a pension liability as 
employees earn their benefits by providing services, which will result in a large increase in the 
Commonwealth’s net pension liability and expense in its financial statements.  The 
Commonwealth is allowed to offset the pension liability by the assets it has accumulated to fund 
the benefits to arrive at the net pension liability in its financial statements.  These changes will 
result in pension liability being reported in a similar manner as other long-term obligations by 
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including them on the face of the financial statements and not just in the notes to the financial 
statements.   

 
The Commonwealth’s pension expense under Statement No. 68 will be based on the 

change in total pension liability from year to year.  The Commonwealth will recognize some of 
the expense immediately and defer part of the expense to later years.  Currently, the GASB 
expense, which is based on the annual required contribution, was also the standard for 
responsible funding.  The Virginia Retirement System has recently adopted a new policy for 
funding pension plan costs, which is consistent with guidance developed by a national Pension 
Funding Task Force.  This policy encompasses actuarial cost and asset smoothing methods and 
amortization policies that appropriately balances pension costs to the generation of taxpayers 
that received the services.   
  

Current standards require a discount 
rate equal to the long-term expected rate of 
return on the pension plan’s investments.  
Under the new standards, if the pension plan’s 
investments are not sufficient to cover all of 
the projected benefit payments, the Virginia 
Retirement System will be required to use a 
blended rate consisting of the long-term 
expected rate of return and the municipal 
borrowing rate for the portion not covered.   

 
Statement No. 68 will also require pension obligations and Required Supplementary 

Information (RSI), which are currently only reported in the Commonwealth’s Comprehensive 
Annual Financial Report, to now be reported in the financial statements of higher education 
institutions and certain agencies that produce their own financial statements, such as the State 
Lottery Department and Department of Alcoholic Beverage Control.  The Virginia Retirement 
System will provide these entities with the liability amounts and RSI information for inclusion in 
their financial statements.   

 
Finally, government employers 

participating in cost-sharing multiple-
employer plans must recognize their 
proportionate share of the collective amounts 
for the plan as a whole.  Currently, the main 
impact of this change will be an increase in the 
net pension liability reported in the financial 
statements of the Commonwealth’s localities.  
The amount of the pension liability required to 
be reported by the localities could be reduced 
if the General Assembly passed legislation that 
modifies how the Commonwealth makes the payment for its portion of teachers’ pension.  The 

Under current statutes, the Common-
wealth’s localities will be required to 
report a large net pension liability in their 
individually published financial 
statements for teachers covered under 
the cost-sharing multiple-employer plan 
administered by the Virginia Retirement 
System.  

If the government has adopted a 
funding strategy to fully fund the net 
pension liability, they are allowed to 
continue to use the long-term 
expected rate of return during the 
period that assets are accumulated to 
reach the fully funded status.  
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Virginia Retirement System has provided information to the localities estimating the extent of 
this increase and will annually provide the localities with liability amounts and other required 
information, which will be audited by the Auditor of Public Accounts so that it can be relied upon 
by the localities’ auditors.   

 

Status of System Development Projects 

Cardinal System 
 

The Commonwealth has continued to 
make progress on its Cardinal system, which will 
replace the Commonwealth’s financial system 
(CARS) with a modern, enterprise-wide financial 
system (base financial system).  Due to their age 
and lack of integration, the Commonwealth’s 
current systems either do not contain the 
information or cannot easily exchange 
information to support current state and federal 
initiatives related to government transparency 
and timelier financial reporting. 

 
Cardinal’s first implementation phase occurred in December 2011, with the 

implementation of the Virginia Department of Transportation’s (Transportation) financial 
system.  Phase two of the implementation occurred in October of 2012 with the Department of 
Accounts (Accounts) implementing the base modules of Cardinal.  The base modules consist of 
general ledger, accounts payable, and a portion of the accounts receivable module.  Phase three, 
which involves an incremental roll out of the base modules to all state agencies, will occur over 
the next two years with Cardinal becoming the official system of record for the Commonwealth 
beginning in fiscal year 2017.  The base modules will provide the foundation for a modern 
financial system for the Commonwealth with the ability to add other modules and expand 
functionality in future phases.   

 
The project development and implementation cost was $58 million for phases one and 

two and was funded by Transportation and a working capital advance of approximately $7.3 
million.  The project development and implementation budget is $60 million for phase three and 
is funded by a working capital advance.  Transportation funded all operating costs through fiscal 
year 2013.  Charges to agencies in the form of an internal service fund rate will fund operating 
costs and repayment of the working capital advance starting in fiscal year 2014.  A detailed 
description of the internal service fund rate is described on the following page in the section 
titled, “Enterprise Applications Internal Service Fund.” 

 
As part of Cardinal’s development and implementation process, the Departments of 

Accounts, Transportation, and General Services and the Virginia Information Technologies 

This is a key project for 
the Commonwealth since 
the current accounting 
systems are outdated 
both in terms of the 
technology and available 
functionality.   
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Agency (VITA) worked together to develop and incorporate vendor data standards.  In January 
2013, the Cardinal project team adopted chart of account data standards, which incorporate the 
existing CARS chart of accounts.   
 

Performance Budgeting System 
 
Planning and Budget and the Enterprise Applications Division at VITA have implemented the 

Performance Budgeting System.  This system addresses several functional areas including budget 
development (operating and capital), six-year financial planning, budget execution, and strategic 
planning.  Funding for this $14.7 million project comes from a working capital advance 
administered by Accounts.  The Appropriation Act directs the repayments of the advance from 
enhanced collections, cost recoveries, inter-agency collaborative projects, and other initiatives.   

 

Enterprise Applications Internal Service Fund 
 
Item 260 of Chapter 806, 2013 Acts of 

Assembly, provides the authority for a new 
internal service fund that Accounts will manage 
and authorizes the Secretary of Finance to 
establish a fee charged to agencies to support 
enterprise system administration.   

 
The rate for the Cardinal system will be $1.05 

per transaction for agencies.  Transportation is using 
additional modules not being used by any other 
agency and therefore will be charged a separate 
additional rate of 36.2 percent of budgeted annual operating costs of the system.  The rate will be 
collected through quarterly payments beginning in fiscal year 2014.  Fiscal year 2015 and 
subsequent years’ rates will be adjusted based on profit/loss in the fund.  Rates will increase in 
fiscal year 2017 to account for the repayment of the working capital advance. 
 

Rates for the Performance Budgeting system are based on an agency’s appropriations and 
collected through quarterly payments.  The retroactive rate for fiscal year 2013 equated to 
$99.24 per $1 million in appropriations and will decrease to $95.98 per one million dollars in 
appropriations for fiscal year 2014.  The decrease is due to an increase in statewide 
appropriations.  The rate includes the repayment of the working capital advance over a ten-year 
period.  
  

Accounts and Planning and 
Budget developed a funding 
methodology to support 
system maintenance and 
operation costs for both 
systems, and in October 2012, 
the Joint Legislative Audit 
and Review Commission 
approved the rates.   
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Agencies of the Secretary of Health and Human Resources  
 

This report contains the audit results for fiscal year 2013 for the agencies under the 
Secretary of Health and Human Resources in support of our audit of the Commonwealth’s basic 
financial statements and the Statewide Single Audit.   

Summary of Financial Highlights 
  

The agencies in the Health and Human Resources Secretariat were provided a budget of 
$12.3 billion.  Through administrative adjustments processed by the agencies and the 
Department of Planning and Budget the total budget increased by $191 million (2 percent), which 
resulted in an adjusted budget of $12.5 billion. 

  
During fiscal year 2013 agencies collectively spent $12.1 billion, which resulted in $397.8 

million of unspent budgeted funds.  While some of the unspent budget was the result of multi-
year projects, the Department of Planning and Budget should be concerned that some of the 
Department of Social Services’ (Social Services) program budgets do not provide an accurate 
picture of the federal resources that will be used to provide services.  Social Services has not 
reduced budgeted appropriations for federal funds for reductions in both estimated revenues 
and available general fund matching. 
  
Summary of Findings 

 
During our audit we identified 30 internal control and compliance findings as summarized 

below.   
User Access 

 

The report includes five findings, two of which are considered material weaknesses, 
related to user access. These findings are related to information system owners improperly 
managing the access that users have to their critical systems.  These findings should be of concern 
to the Virginia Information Technologies Agency (VITA) and the Department of Accounts, as they 
are responsible for issuing guidance in these areas and many of the systems with access issues 
feed financial information into the Commonwealth’s Comprehensive Annual Financial Report 
issued by the Comptroller. 

  
Information Systems Security 

 
The report includes eight findings, two of which are considered material weaknesses, 

related to information systems security. These findings are related to the SEC-501 
Commonwealth Information Security Standards.  Due to the sensitive nature of these findings, 
they are mostly listed in summary within our report; however, we have reported the details of 
each finding to management.  These findings should be of concern to VITA, as it is responsible for 
maintaining the information security standards within the Commonwealth. 
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Federal Compliance 
 
The report includes twelve findings related to federal compliance. These findings cite 

specific compliance violations with the Code of Federal Regulations or the Federal Office of 
Management and Budget (OMB) Circulars.  Federal compliance findings could result in 
questioned costs and liabilities to the federal government if corrective actions are not taken by 
management.  These issues may require additional resources and supervision in order to correct 
and; therefore, should be monitored by management. 

   
State Non-compliance and Operational 

 
The report contains five findings representing issues of state non-compliance and 

operational recommendations.  These are findings that warrant the attention of management, 
as the agencies are not adhering to the internal policies of the Commonwealth.  These represent 
operational inefficiencies, non-compliance with financial reporting policies, and control of 
personally identifiable information. 

  

Agencies of the Secretary of Transportation  
 

This report includes the audit results for fiscal year 2013 for the agencies under the 
Secretary of Transportation.  In this report we discuss the sources of funding for these agencies 
as well as the use of those funds across the Commonwealth.  In addition, the report contains 
internal control and compliance findings for several agencies under the Transportation 
Secretariat.   Below is a summary of the findings that we consider to be material weaknesses and 
a risk alert regarding the Department of Transportation’s (Transportation) ability to efficiently 
and effectively obtain data from Cardinal. 

 
The report also includes findings recommending improvement in the following areas: 

Information Technology Security Program, Information Technology Risk Assessment, Database 
Security, Monitoring and Management of User Access Controls, Federal Funding Accountability 
and Transparency Act Reporting, Sub-recipient Monitoring, Depreciation Process and Controls, 
Retirement Reconciliation Process, and Procedures over Journal Entries.   
 

Continue to Evaluate Access to Cardinal Data (Risk Alert):  
Based on concerns observed over the course of the audit, Transportation’s process to obtain data 
from the Cardinal system is not functioning in an efficient and effective manner.  Transportation 
has internal resources available to develop basic queries; however, Transportation depends on 
the Cardinal team to create, execute, and return more complex queries.  Many of the queries 
needed to support Transportation’s financial reporting activities are complex. 
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While the Cardinal team’s focus was strictly on Transportation up through the initial 
implementation of Cardinal in December 2011, its purpose has expanded beyond Transportation 
to support the implementation of Cardinal first at the Department of Accounts (Accounts) in 
October 2012 and now to the remainder of the Commonwealth agencies through 2016.  
Transportation did not fully develop all of the standard queries needed to support their financial 
reporting processes or other operational needs, such as compliance and assurance, prior to the 
transition of the Cardinal team’s focus away from Transportation.  As a result, their requests are 
no longer the sole priority for the Cardinal team, and may not be addressed within the timeframe 
that is most beneficial to Transportation. 
 
Most of the queries supporting year-end reporting should stabilize over time, allowing for a 
simplified data query request process for these standard items.  However, as fiscal year 2013 was 
the first full year of financial activity being captured solely within Cardinal, the queries required 
to support the financial reporting process have not stabilized.  Ultimately, the miscommunications 
between Transportation and the Cardinal team lead to staff not catching errors within their initial 
requests, making do with the data they were able to receive, performing additional manipulations 
of that data to get to what they actually need, and in the process creating errors and 
misstatements in their submissions. 
 
Until the fiscal and operational data queries stabilize, Transportation should work more closely 
with the Cardinal team to ensure the accuracy and timely fulfilment of Transportation’s data 
needs.  Transportation should also consider whether other areas would benefit from having a very 
limited number of staff with basic query creation access.  Finally, Transportation should develop 
educational opportunities for all staff working with Cardinal data to understand the data 
captured by the system for their area, so that when they do require data from the system, they 
can effectively communicate their requests with minimal clarification needed from the person 
creating the query.  Without sufficiently educated resources in this area or timely access to this 
data, Transportation will continue to have increased risks regarding the accuracy of their financial 
reporting, potentially impacting the effectiveness of their operations. 

 

Improve Controls over Financial Reporting (Material Weakness): 
In the prior year, we identified errors in some of Transportation’s unaudited financial submissions 
to Accounts.  Transportation attributed most of these errors to challenges from the mid-year 
implementation of Cardinal and turnover within certain positions, and the errors were 
predominantly immaterial.  However, this year we noted significant errors or omissions in the 
same, as well as additional submissions, and insufficient support for materially significant 
submissions. 
 

Specifically for fiscal year 2013, Transportation’s unaudited accounts receivable, payables, and 
capital asset submissions for the Commonwealth’s Comprehensive Annual Financial Report 
(CAFR) compilation contained omissions or errors, which in several instances resulted in material 
misstatements.  Further, the financial reporting preparation and review processes did not include 
sufficient procedures to prevent or detect these errors or omissions.  As a result, we consider this 
issue to be a material weakness. 
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Transportation should ensure their financial reporting procedures over these areas provide 
sufficient direction for personnel regarding the support needed to prepare the submissions, 
including the specific system from which to obtain the data, the query criteria to be defined, as 
well as adequate controls to prevent or detect and correct mistakes, errors, or omissions, like 
those observed this year.  Transportation should supplement this by increasing analytical 
procedures and review of variances, as well as overall review of submissions to ensure they are 
reasonable and consistent across submissions.   
 
Where the same data is required for multiple submissions, Transportation should ensure fiscal 
and operational staff coordinate their data requests from the financial system to ensure they 
meet the needs for the submissions.  Finally, Transportation should work with Accounts to ensure 
the submission directions specific to Transportation are sufficiently detailed, appropriately timed, 
and mutually agreed-upon.  Improved financial reporting controls and increased coordination 
with Accounts will help to ensure Transportation’s unaudited financial submissions are materially 
correct and accurately represent their operations in order to meet Transportation and the 
Commonwealth’s financial reporting needs. 

 
 

Improve System Access Monitoring and Management (Material Weakness): 
During fiscal year 2013, Transportation did not conduct system access reviews of a critical system.  
Commonwealth standards require management to perform periodic reviews of all user accounts 
and their corresponding privileges.  By not performing the system access reviews as required, 
management did not identify that one of its critical controls over system access, prompt removal 
of system access, was not working as intended.  Management did not remove access timely for 
46 terminated or transferred employees. 
 
Management should perform periodic reviews of all user accounts for this critical system and their 
corresponding privileges to mediate the risk of unauthorized access and transactions in 
accordance with Commonwealth standards.  Due to the complexity of the system in question and 
number of users, Transportation will need to have a broadly coordinated review process to ensure 
the nature of individual access privileges are fully appreciated and appropriately questioned.  
Individuals assigned this responsibility should receive appropriate training and be granted 
sufficient authority to perform this function.  Further, Transportation should evaluate and update 
their termination and transfer processes to ensure system access is appropriately and timely 
modified or deleted. 
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OTHER ACTIVITIES 
 

 

 

 
Participation with state, local 

and other groups  
 
 
 
 

  
  

• Provided a summary of the objectives, scope and
methodology, recommendations, and conclusions
from our Capital Outlay Funding and Cash Flow
Processes Report

Senate Finance Capital 
Outlay Subcommittee

• Provided a summary of the objectives, scope and
methodology, recommendations, and conclusions
from our Capital Outlay Funding and Cash Flow
Processes Report

House Appropriation 
General Government and 

Capital Outlay 
Subcommittee

• Provided a summary of the key findings and
recommendations in our Department of Game and
Inland Fisheries Report for the period July 1, 2011,
through December 31, 2012

Senate Finance Economic 
Development and Natural 
Resources Subcommittee

• Provided an overview of our audit of the
Department of Conservation and Recreation

Senate Finance Economic 
Development and Natural 
Resources Subcommittee

• Presented information on the impact of the new
Governmental Accounting Standards Board pension
accounting standards on financial reporting

Association of Government 
Accountants - Richmond 

Chapter

• Provided highlights on final federal grant reform 
changes that will have a major impact on the 
Commonwealth

Association of Government 
Accountants - Richmond 

Chapter

• Provided highlights on final federal grant reform 
changes

Association of Government 
Accountants - New York 

Chapter

During the quarter we participated in 
the activities of various groups 
including presenting information on 
a variety of topics and attending 
events as highlighted below.   
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SUMMARY OF REPORTS ISSUED 
 
 The following reports on audit were released by this Office during the period January 1, 
2014, to March 31, 2013.  Those reports which included findings in the area of internal controls or 
compliance are indicated by an (*) asterisk. 
 
Judicial Branch 
 

Virginia State Bar for the year ended June 30, 2013 
 
Independent Agencies 
 

Compensation Board for the three-year period ended June 30, 2013 
Internal Control Report on Local Government Investment Pool, Virginia College Building 

Authority, Virginia Public Building Authority, and Virginia Public School Authority for the 
year ended June 30, 2013 

 
Commerce and Trade 
 

Urban Public-Private Partnership Redevelopment Fund and the Virginia Removal or 
Rehabilitation of Derelict Structures Fund for the year ended June 30, 2013 

Virginia Tobacco Indemnification and Community Revitalization Commission for the year 
ended June 30, 2013 

 
Education 
 

State Council of Higher Education for Virginia for the period July 1, 2011, through June 30, 
2013 

 
Colleges and Universities 
 

Blue Ridge Community College – Review Report for the year ended June 30, 2013 
Central Virginia Community College – Review Report for the year ended June 30, 2013 
George Mason University Intercollegiate Athletics Programs for the year ended June 30, 2013 
James Madison University Intercollegiate Athletics Programs for the year ended June 30, 
2013 
Longwood University for the year ended June 30, 2013 
Longwood University Intercollegiate Athletics Programs for the year ended June 30, 2013 
Norfolk State University Intercollegiate Athletics Programs for the year ended June 30, 2013 
Radford University Intercollegiate Athletics Programs for the year ended June 30, 2013 
The College of William and Mary in Virginia Intercollegiate Athletics Programs for the year 

ended June 30, 2013 
University of Virginia for the year ended June 30, 2013* 
University of Virginia Intercollegiate Athletics Programs for the year ended June 30, 2013 
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Virginia Commonwealth University Intercollegiate Athletics Programs for the year ended 
June 30, 2013 

Virginia Military Institute Intercollegiate Athletics Programs for the year ended June 30, 2013 
Virginia Polytechnic Institute and State University Intercollegiate Athletics Programs for the 

year ended June 30, 2013 
Virginia State University Intercollegiate Athletics Programs for the year ended June 30, 2013 

 
Finance 
 

Agencies of the Secretary of Finance for the year ended June 30, 2013* 
 
Health and Human Resources 
 

Agencies of the Secretary of Health and Human Resources for the year ended June 30, 2013* 
Virginia Foundation for Healthy Youth for the year ended June 30, 2013 
Virginia Tobacco Settlement Financing Corporation for the year ended June 30, 2013 

 
Natural Resources 
 

Rappahannock River Basin Commission for the year ended June 30, 2013 
 
Public Safety 
 

Department of Criminal Justice Services for the four-year period ended June 30, 2013 
Veterans Services Foundation and Veterans State Nursing Home Care Grant at Department 
of Veterans Services for the year ended June 30, 2013 

 
Transportation 
 

Agencies of the Secretary of Transportation for the year ended June 30, 2013* 
 
Special Reports 
 

Commonwealth of Virginia Single Audit Report for the year ended June 30, 2013* 
Comparative Report of Local Government Revenue and Expenditures for the fiscal year 
    ended June 30, 2013  
Progress Report on Selected System Development Projects in the Commonwealth – 

February 2014 
Report to the Joint Legislative Audit and Review Commission for the quarter October 1, 2013, 

through December 31, 2013* 
Review of Capital Outlay Funding and Cash Flow Processes – January 2014* 
Review of Compliance with the Federal Payments in Lieu of Taxes (PILT) Act for the period 

October 1, 2012, through September 30, 2013 
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Clerks of the Circuit Courts 
 

Cities:  
City of Alexandria – April 1, 2012, through September 30, 2013 
City of Bristol (Turnover) as of December 31, 2013 
City of Buena Vista – April 1, 2012, through September 30, 2013 
City of Chesapeake – April 1, 2012, through September 30, 2013 
City of Hampton – April 1, 2012, through September 30, 2013* 
City of Newport News – April 1, 2012, through September 30, 2013 
City of Richmond – April 1, 2012, through December 31, 2013 
City of Richmond (Turnover) as of December 30, 2013 
City of Staunton – April 1, 2012, through December 31, 2013 

 
Counties: 

 
County of Amherst – January 1, 2012, through September 30, 2013* 
County of Augusta – July 1, 2012, through December 31, 2013 
County of Buchanan – April 1, 2012, through September 30, 2013* 
County of Charles City – January 1, 2012, through December 31, 2013* 
County of Craig – April 1, 2012 through September 30, 2013 
County of Cumberland – April 1, 2012, through December 31, 2013 
County of Cumberland (Turnover) – as of December 31, 2013 
County of Frederick – April 1, 2012, through December 31, 2013 
County of Gloucester – April 1, 2012, through September 30, 2013 
County of Greene – October 1, 2012, through December 31, 2013 
County of Halifax (Turnover) – January 1, 2012, through December 31, 2013 
County of Henry – April 1, 2012, through December 31, 2013 
County of Louisa – January 1, 2012, through September 30, 2013* 
County of Madison – July 1, 2012, through December 31, 2013 
County of Mathews – April 1, 2012, through September 30, 2013 
County of Orange – April 1, 2012, through September 30, 2013* 
County of Page – April 1, 2012, through September 30, 2013 
County of Patrick – April 1, 2012, through December 31, 2013 
County of Powhatan (Turnover) – October 1, 2013, through February 20, 2014 
County of Prince Edward – January 1, 2012, through September 30, 2013 
County of Pulaski – April 1, 2012, through December 31, 2013 
County of Rappahannock – April 1, 2012, through September 30, 2013* 
County of Richmond – April 1, 2012, to December 31, 2013  
County of Rockbridge – April 1, 2012, through September 30, 2013 
County of Stafford – April 1, 2012, through December 31, 2013 
County of Surry – January 1, 2012, through December 31, 2013 
County of Westmoreland – April 1, 2012, through December 31, 2013 
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County of Winchester – April 1, 2012, through September 30, 2013 
 
 
State Accounts 
 

Cities: 
City of Fairfax (Turnover) as of December 31, 2013 
City of Fredericksburg (Turnover) as of December 31, 2013 
City of Norfolk (Turnover) as of December 31, 2013 
City of Winchester (Turnover) as of December 31, 2013 

 
Counties: 

County of Fairfax (Turnover) as of January 31, 2014 
County of Fairfax as of June 30, 2013* 
County of Grayson (Turnover) as of December 4, 2013 

 
 
General Receivers 

 
Cities: 

City of Charlottesville for the year ended June 30, 2013* 
 

Counties: 
County of Loudoun – for the year ended June 30, 2013 
County of Russell – for the year ended June 30, 2013* 

 
 

Magistrates 
 

Counties: 
County of Augusta – July 1, 2012, through October 31, 2013 
County of Greensville – July 1, 2012, through October 31, 2013 
County of Warren – July 1, 2012, through October 31, 2013 

 
 

Combined General District Courts 
 
Cities: 

City of Buena Vista – July 1, 2012, through June 30, 2013 
City of Emporia – July 1, 2012, through June 30, 2013 
City of Radford – July 1, 2012, through June 30, 2013 

 
Counties: 

County of Bath – July 1, 2012, through June 30, 2013 
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County of Greene – July 1, 2012, through June 30, 2013 
County of Greensville – July 1, 2012, through June 30, 2013 
County of Highland – July 1, 2012, through June 30, 2013 
County of Madison – July 1, 2012, through June 30, 2013 
County of Rappahannock – July 1, 2012, through June 30, 2013 
County of Southampton – July 1, 2012, through June 30, 2013 

 
 

General District Courts 
 
Cities: 

City of Staunton – July 1, 2012, through June 30, 2013 
City of Waynesboro – July 1, 2012, through June 30, 2013 

 
Counties: 

County of Augusta – July 1, 2012, through June 30, 2013 
County of Warren – July 1, 2012, through June 30, 2013 

 
 

Juvenile and Domestic Relations Courts 
 
Cities: 

City of Waynesboro – July 1, 2012, through June 30, 2013 
 

Counties: 
County of Clarke – July 1, 2012, through June 30, 2013 
County of Fauquier – July 1, 2012, through June 30, 2013 
County of Rockbridge – July 1, 2012, through June 30, 2013* 
County of Shenandoah – July 1, 2012, through June 30, 2013 
County of Carroll – July 1, 2012, through June 30, 2013 
County of Pulaski – July 1, 2012, through June 30, 2013 

 
 

*Denotes management control finding 

 




