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June 2008 --- Information Security Policies, Standards, and Guidelines
Imagine two people thinking of the words “information security.”  Now, place them in two separate rooms and ask them to tell you what the words mean to them. You will most likely get two very different answers. This is why the Commonwealth of Virginia has established a common set of information security policies, standards, and guidelines for agencies and their employees in the executive, judicial, and legislative branches. The purpose of these documents is to communicate a common information security baseline that, if properly implemented, will strengthen information security in the Commonwealth and protect our Citizens’ data. 

During our audits, you often ask, “How much information security is enough?”  This is a very difficult question to answer, and all security questions have the same problem in answering.  The answer depends on how much money you have; how much risk of loss you are willing to incur; and how much money you are willing to spend.

The “amount” of security that you need usually depends on historical facts and possibilities of loss occurring in the future. This brings us to one of the most underutilized and important pieces of the information security puzzle - The Risk Assessment.

The Agency’s Risk Assessment is one of the first documents that we request when performing an audit of your information security environment.  Without a proper risk assessment, you could never answer the question as to whether you have enough information security controls in place to protect your data.  A good information security program has a well thought out and current risk assessment.

In a large and complex organization, like the Commonwealth, data owners also have the responsibility to ensure that appropriate security is protecting its sensitive and mission critical data regardless of whether the data may be on a server run and maintained by an outside organization, such as the Commonwealth’s IT Partnership.  It is still the data owner’s responsibility to communicate to the Commonwealth’s IT Partnership any security expectations resulting from its risk assessment.

In addition to the Commonwealth’s information security policy, standards, and guidelines, agency security policies may need to address security best practices for similar activities, such as health care records.  On these particular audits, the auditors will reference industry best practices to ensure that the agency is addressing security needs that the general Commonwealth policies and procedures may not address.  
Unfortunately, the information security field does not have one comprehensive security standard that covers every possible issue. Therefore, our office references industry best practices set by four different organizations:  International Organization for Standardization (ISO 17799), Information Systems Audit and Control Association (COBIT 4.1), Federal Information System Controls Audit Manual, and National Institute of Standards and Technology (NIST 800 series).  When the Commonwealth policies do not completely address your risk, these best practices provide a resource to develop better information security practices.
You may contact your Agency’s Information Security Officer if you have any questions about your Agency’s or the Commonwealth’s information security policy, standards and guidelines. For more information, refer to the Virginia Information Technologies Agency (VITA) standards for the Commonwealth at their website, www.vita.virginia.gov/security, by clicking on “Policies, Standards & Guidelines.”
Previous topics are available at our website at http://www.apa.virginia.gov/articles.cfm

Contact information can be updated through e-mail to heather.barnes@apa.virginia.gov
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