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January 2008 --- Information Security Responsibility
The short answer to the question “Who has responsibility for information security?” is everyone. But, let’s dig a little deeper and explore the question in more detail.
As “information workers,” who are in contact with electronically stored information daily, we each hold the greatest responsibility in keeping the Commonwealth’s data safe and accurate.  While the Commonwealth of Virginia has several policies, standards, and guidelines that assign specific responsibilities depending on your particular interaction with electronic information or position within the organization, our professional judgment, guided by these policies, standards, and guidelines, is the first and last line of defense for mission critical and sensitive data.  Also, your agency may have legal obligations to keep information safe from unnecessary disclosure.  The legal requirements are both State and Federal in nature depending on your agency.
What are my responsibilities?

Our daily duties at work require us to handle personal information about citizens that may describe who they are, where they live, financial situation, medical records, and a whole host of other information which we have a responsibility to protect. All of the safeguards built into your agency’s procedures to handle and protect this information are useless, unless you are aware, trained, and follow these procedures.

Your awareness and actions are the last line of data protection, and any inattention and lack of diligence will make all the policies, procedures, and processes that should help you in protecting the data, useless.

Sensitive information is not always in an electronic format. Printed information on paper and voice recorded information are just a couple of examples of stored information that also need protection. As a general rule of thumb, for any non-electronic information, remember: “At the end of the day, put it away.” 
Pilots must learn a concept called situational awareness. That means that you are aware of your surroundings and know the result of your actions before you execute them. As an information worker, the same concept applies to you.  For example, if you work in a high traffic area, individuals could get information off your screen that they do not need. In this situation, your responsibility is to shield your screen. You can angle your monitor so that visitors or passersby cannot read it, or position your desk so that the back of your screen is facing the hallway.

Keeping our citizens’ data protected has also become more complex during the past ten years with the availability of broadband internet access from our homes, fast laptops with large storage capabilities, and remote access into agency local area networks. Even though work-life balance is easier to achieve with these technologies, it is not an excuse to become complacent in protecting sensitive data. For example, taking your laptop home is dedication, but leaving it in your car could lead to problems. Also, sending information home to work on later, but not encrypting the data or using a home firewall opens the data up to unintentional loss.
Need more information?

You can contact your agency’s Information Security Officer for further information or explanation of your agency’s or the Commonwealth’s policies and standards.  Next time, we will discuss the purpose of policies and procedures.
Previous topics are available at our website at http://www.apa.state.va.us/articles.htm
Contact information can be updated through e-mail to heather.barnes@apa.virginia.gov
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