[image: image1.png]Auditor of Public Accounts a
Commonwealth of Virginia





Teleworking, On-site Reviews and Other Out of Office Experiences
Information Security: Do You Know Where Your Data Is?
August 2009

Teleworking is becoming the most common work experience employees have other than being in the office.  However, numerous individuals have always taken their laptop computers to other locations to conduct reviews, evaluations, and other business out of the office.  Additionally, many of us cannot attend off-site meetings without having our BlackBerry’s, cell phones, and laptops to read and answer e-mail and other urgent business communications.  However, do we ever think about the risks involved when we access office information outside our office’s network?

Not only is there a risk of unknowingly providing others access to our office’s network, but there is also the risk to information we have with us.  When we work off-site, we may need highly sensitive data containing personal information about clients, employees, and others.

Another important risk while working outside the office and off the office’s network is inadvertently creating an opportunity for others to access your agency’s sensitive data.  Since we need to work off-site, what can we do, other than just carry a long wire to connect us directly to the office’s network?
Common sense and a little distrust of anything free are the best tools we can use to safeguard both data and access to our office’s network.  Most of us access our office’s network when we are off-site by using an internet browser, which has little or no security.  We should recognize the inherent risk in using this common software.
We should limit our access to our office’s network from open Wi-Fi sites and public computers.  Both of these access points allow hackers to install key logging, spyware, and malware.  Any of these hacker tools can store and transmit our office’s information to individuals who can misuse this information or log into our office’s network.
Additionally, public computers can store and save sensitive information that we view in the computer’s memory or cache.  These temporary files can then become permanently available on this public computer. 
Key logging or spyware can track everything we do while on a public computer or through open internet access.  As a general rule, if you would not want others to see what you are doing on a computer, you should not do it through open internet access.  This could even include reading your e-mails.
Malicious Software, also known as malware, refers to programs hackers secretly place onto computers to compromise the confidentiality, integrity, or availability of the computer’s data or applications.  Malware threats can infect devices through many means, including e-mail, web sites, file downloads, file sharing, and instant messaging.  Once infected, a computer can share sensitive information with the hackers that placed the malware on the target computer.
Employees who work off-site must make sure that their computer has a firewall, encryption software, and virus, spyware and malware detection software.  If you use your personally owned computer, you should not access or download any sensitive information or work on any office application that is not web-enabled.

If you are going to work off-site or telework, you should have both equipment and software that your agency believes is adequate for your needs.  Not only should you have all of the protections noted above, but you should probably have access to a secure encrypted virtual network and software that encrypts all the information on your computer.

You should also discuss with your supervisor what information and applications you need when you are off-site.  Nearly every time that there has been a significant loss of sensitive information, it happened when someone had that information off-site without appropriate information security safeguards and protection.

Working off-site is a necessity whether we are teleworking, attending a meeting, or reviewing remote operations.  We cannot do our jobs without getting out of the office.  However, this need to work elsewhere comes with the need to continually have connectivity with others and our office’s network.
We need to balance our ability to work off-site with the need to maintain safe, secure, and effective communications with our office.  We need to be in touch and also need to make sure that we use a common sense approach to information security in this environment.

Finally, we need to realize that we will be sharing information and working with others who are also not in the office.  While you may take every step possible to secure information while you are working off-site, you and your agency must ensure that everyone in the office’s communication network is also exercising the same care and security.
Previous topics are available at our website at http://www.apa.virginia.gov/articles.cfm
Contact information can be updated through e-mail to heather.barnes@apa.virginia.gov
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