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April 2008 --- Management Points
One of the most disliked, if not hated, things the Auditor of Public Accounts does is to issue reports with recommendations to management.  One of the great mysteries is: “How does the Auditor decide when to include an issue in the report when it is based on only one or two exceptions found by the auditor during a test?”  What is even more mysterious is: “How does something that was not a problem in the previous year become a report finding in the current year?”
New management findings are bad enough, but repeat findings are even worse. Auditors do not always understand that some changes take time and often involve other agencies, the Secretary, or Planning and Budget or could require a change in law. However, that does not stop the Auditor from writing up the point each year.
Contrary to popular belief, auditors understand that people, including auditors, make mistakes.  However, the auditor needs to determine why the mistake was made and whether the mistake is human error, based on a misunderstanding, or intentional.  Computers only follow their programming so once a system begins a processing error by inappropriately handling a transaction a certain way, then every transaction will have the same problem.
The auditor must also consider the magnitude and nature of the error.  Failing to sign and date an invoice may not have the same significance and effect as reversing the debits and credits on a multi-million dollar journal entry that inflates available fund balance.  A simple computer error could occur over time and compound itself into a very large problem.
Changing environments and situations may also change what an auditor considers for inclusion in the report.  For example, auditors have for years reviewed general and access controls.  However, changes in the internet, Federal and state legislation, and publicity have placed a renewed emphasis on information security.  Also, security breaches and protection of personal and sensitive information have become prime issues in information security.
What the auditor considers for a management recommendation is much the same information, risk consideration, and process control that are part of the ARMICS process.  Management should be reviewing and improving the same control environment and procedures that the auditor reviews and tests during the audit where deficiencies may result in a management point.
As we develop our annual workplan, we discuss these issues and decide whether there are any issues, which we need to cover during our upcoming audits.  Examples of statewide issues that we are watching are I-9 compliance, information security including personal information, and payment card information.  Additionally, as we start each audit, we brainstorm as to specific risks that we should cover at that agency.
Each of those issues becomes audit steps or programs that we examine during our audit.  As we find exceptions, we develop audit findings that will either be included in our audit report or communicated informally to management. Auditing standards require us to include in our audit report those issues that have a more than remote chance to result in a financial reporting error that is more than insignificant.  However, we may also include in our audit report those findings that may need action from other state agencies or may indicate statewide issues.

But if our goal is corrective action, why can’t we drop those issues where the agency or institution immediately implements corrective action?  First, if the internal control weakness met the criteria noted above, the auditing standards require us to include that finding in our audit report.  Secondly, we most likely did not have an opportunity to test the implementation of the corrective action because it fell outside of our audit period or we do not have the time or resources to expand our audit scope to include those transactions.  Finally, for statewide issues, we may need to communicate to central agencies the full extent of the problem at all agencies.  

As auditors, we want you to succeed in addressing these statewide issues and in other areas where findings may have occurred.  The goals of your agency and APA are the same - to ensure the safeguarding of assets and compliance with important laws.
Previous topics are available at our website at http://www.apa.virginia.gov/articles.cfm
Contact information can be updated through e-mail to heather.barnes@apa.virginia.gov
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